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1 Introduction 
1.1 Purpose 

This document provides an overview of the key features of the Epi InfoTM Web 
Security Utility. This utility is to be used during the deployment of any of the Epi 
Info web products including the Epi InfoTM Web Survey (EIWS) system, the 
Epi InfoTM Cloud Data Capture (EICDC) system, and the Epi InfoTM Cloud Data 
Analytics (EICDA) system. This document is a companion to the deployment 
document for each of those web products. Configuration of the web products on 
the web server cannot be completed without following the steps described in this 
document. 

1.2 Overview 
Use the Epi InfoTM Web Security Utility to configure the security keys required by 
the cryptographic algorithm in the Epi Info™ web products. The web.config file 
provided in the Epi Info™ web products package is shipped with default security 
keys. We strongly recommend you update the default keys with new keys using 
the Epi InfoTM Web Security Utility for enhanced security. There are four keys in 
the web.config file that should be updated. These are described as follows: 
a. KeyForConnectionStringVector – This key corresponds to the “Vector” field in 

the Epi InfoTM Web Security Utility. 
b. KeyForConnectionStringPassphrase – This key corresponds to the “Pass 

Phrase” field in the Epi InfoTM Web Security Utility. 
c. KeyForConnectionStringSalt – This key corresponds to the “Salt Value” field in 

the Epi InfoTM Web Security Utility. 
d. KeyForUserPasswordSalt – This key corresponds to the “Password Salt” field 

in the Epi InfoTM Web Security Utility. This key is only applicable to the EICDC 
and EICDA products. It does not apply to the EIWS product. 

In addition to being used by the cryptographic algorithm, these keys allow you to 
encrypt and decrypt connection strings and other items such as the administration 
key used in the EIWS product, before these strings are saved in web.config file. 
Note: The screenshots provided in this document show all four keys in the 
Epi InfoTM Web Security Utility. However, if you are configuring the EIWS product 
which does not have a Password Salt key, then the text field for this key will 
appear empty since it is not applicable in EIWS. 

1.3 Audience 
This document is written for an information technology (IT) administrator, IT 
manager, web administrator, or anyone responsible for setting up and maintaining 
any of the Epi InfoTM web products on a web server. 
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2 Application Management 
2.1 Prerequisites 

Download the web product deployment package from the Epi Info™ website at the 
Epi Info Downloads page (https://www.cdc.gov/epiinfo/support/downloads.html). 
The deployment package is in the form of a compressed (zip) archive. 
Extract the contents of the deployment package to a location on your computer. 
You will have found these instructions inside the \Documents\ subfolder. 

2.2 Installing 
The installer for Epi InfoTM Web Security Utility is inside the \EpiInfoWebSecurity\ 
subfolder. The installer is named setup.exe. It can be installed on the web server 
at the time you are configuring any of the Epi InfoTM web products. 

 
Figure 1: EpiInfoWebSecurity folder in Windows Explorer 

To install the Epi Info™ Web Security Utility, double-click on setup.exe, or right-
click setup.exe and select Run as administrator from the context menu. When 
the Application Install – Security Warning is displayed, click Install. 

 
Figure 2: Application installation security warning emphasizing the Install button. 

2.3 Launching 
After installation, you will find a shortcut on the desktop for Epi Info™ Web 
Security. Launch the utility by double-clicking the shortcut. 



Epi InfoTM Web Security Utility 

Revision Date: 3/1/2018 3:56:00 PM Page 6 of 16 

 
Figure 3: Shortcut icon for the Epi Info™ Web Security Utility 

Alternatively, launch the utility by clicking the Epi Info™ Web Security program 
which is found in the Start Programs menu under a folder named CDC/Epi Info 
Web. 

 
Figure 4: Epi Info™ Web Security Utility shown under the All Programs menu. 

2.4 Uninstalling 
As with other programs on your Windows computer, you can uninstall the 
Epi Info™ Web Security Utility using the Windows Add or remove programs tool 
which can be found in the Control Panel. 

 
Figure 5: Add or remove programs in Control Panel 

Locate Epi Info Web Security in the list of installed programs. 

 
Figure 6: Control Panel, Programs and Features list. 

Uninstall by right clicking Epi Info Web Security and selecting Uninstall/Change. 

 
Figure 7: Uninstall/Change context menu after right-clicking on the application 
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Optionally, you can double-click Epi Info Web Security which launches the dialog 
to let you uninstall the application. 

 
Figure 8: Application removal tool. 

3  Workflow 1 – Create Keys for a New Deployment 
The following steps create new security keys for a new deployment of an 
Epi InfoTM web product. 
1. Launch the utility as described in section 2.2. Launching above. 
2. Click File Browser. 

 
Figure 9: Epi Info™ Web Security Utility main page emphasizing the File Browser button. 

3. In the Open dialog, navigate to the location of the web.config file which can be 
found under “inetpub\wwwroot\<EpiInfoWebProduct>, where 
"<EpiInfoWebProduct>" is replaced by the name of the folder you created for 
installing it.  For example, if you are installing the EICDC product and you 
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created a folder named EpiInfoCloudDataCapture, the web.config file would 
be found under inetpub\wwwroot\EpiInfoCloudDataCapture\. 
Select the web.config file and click Open. 

 
Figure 10:  File browser to open the Web.config file 

The Epi InfoTM Web Security Utility reads the web.config file and displays the 
current security keys in the Manage Security Keys group. The keys are 
shown in their respective text fields: Vector, Pass Phrase, Salt Value and 
Password Salt (if applicable). The Output text box shows the Encryption 
keys section of the web.config file. 

  
Figure 11:  Default security keys as read from the web.config file. 
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4. Click Generate new keys to generate new security keys. 

 
Figure 12:  Generate new keys button 

The new security keys are generated and displayed in their respective text boxes. The 
Output text box has the content that needs to be saved to the web.config file in order to 
use the new keys instead of the default keys. 

   
Figure 13: New security keys and Output box to be saved to web.config 

5. Next to the Output text field, click Copy. This copies the contents of the Output 
box to the computer's clipboard. 
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6. Save the copied contents to a new text file. The text file may be saved in a 
location of your choice and serves as a backup in case the keys in the 
web.config file become distorted for any reason. 

 
Figure 14: Copy button is on the right side of the Output field 

7. Click Update web.config file to update the web.config file with the newly 
generated security keys. This action will change the current security keys to the 
newly generated keys. 

Note: This action should be done only once during the life of the Epi Info web 
product and only at the time of initial configuration. Once data are entered in 
the database through the web product, any change to these keys will prevent 
the web product from accessing the data. 

 
Figure 15: Update web config file button 
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4 Workflow 2 – Load Keys from an Existing Web.Config File 
The following steps describe how to read the security keys for an existing Epi Info 
web product from its web.config file. 
1. Launch the utility as described in section 2.2. Launching above. 
2. Click File Browser. 

 
Figure 16: File browser button 

3. In the Open dialog, navigate to the location of web.config file which can be 
found under “intepub\wwwroot\<EpiInfoWebProduct>, where 
"<EpiInfoWebProduct>" is replaced by the name of the folder you created for 
installing it.  For example, if you are installing the EICDC product and you 
created a folder named EpiInfoCloudDataCapture, the web.config file would 
be found in a under inetpub\wwwroot\EpiInfoCloudDataCapture\. 
Select the web.config file and click Open. 
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Figure 17:  File browser to open the Web.config file 

The Epi Info™ Web Security Utility reads the web.config file and displays the 
current security keys in the Manage Security Keys box.  The keys are shown in 
their respective text fields: Vector, Pass Phrase, Salt Value and Password Salt 
(if applicable). 

 
Figure 18:  Current security keys as read from the web.config file. 
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5 Workflow 3 – Ad-Hoc Encryption 
The Epi Info™ Web Security Utility allows you to encrypt the database connection 
string and other items such as the EIWS Administration Key. The encrypted 
connection string or administration key can be used to update the default 
encrypted connection string and administration key provided in the deployment 
package. 
The following steps describe how to use the encryption feature with a connection 
string. The connection string for your installation should be created using the 
instructions specified in the deployment document that came with your product's 
deployment package. 
1. Complete the steps in section 4. Workflow 2 to load the current encryption keys from 

the web.config file. 
2. In the Encryption/Decryption box, paste an unencrypted string into the Free Text 

box. 

 
Figure 19: Encryption/Decryption free text field showing an unencrypted connection string 

3. Click Encrypt to encrypt the string. The utility displays the new encrypted string in the 
Output box. 
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Figure 20: Encrypt button below the Free Text field. 

4. Use the encrypted string provided in Output to update the connection string in the 
web.config file. 

 
Figure 21: Output field shows the result of an encryption process. 

Note: The same workflow can be used to encrypt the Administration key by 
replacing the connection string with the key.  
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6 Workflow 4 – Ad-Hoc Decryption 
As described above for encryption, the Epi Info™ Web Security Utility also allows 
you to decrypt items such as encrypted connection strings and keys. This may be 
needed in order to troubleshoot problems with connecting to the database. When 
resolving connection issues, the connection string can be inspected after 
decryption and updated as needed to resolve the problem. 
The following steps describe how to use the decryption feature with an encrypted 
connection string, but the same steps apply for decrypting other items that were 
encrypted using the keys in the web.config file. 
1. Complete the steps in section 4. Workflow 2 to load the current encryption keys from 

the web.config file. 
2. In the Encryption/Decryption box, paste the string that was previously encrypted 

using the current security keys into the Free Text. 

  
Figure 22: Encryption/Decryption free text field. 

3. Click Decrypt to decrypt the string. The utility shows the plain text version of the string 
in the Output box. 
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Figure 23: Decrypt button below the Free Text field. 

4. Use the decrypted string provided in Output to debug the issues if any are 
encountered during the application configuration process. 

 
Figure 24: Output field shows the result of the decryption process. 

Note: The same workflow can be used to decrypt the administration key by 
replacing the connection string with an encrypted key string. 
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