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• Identity Management & Privacy Compliance

• Participant Account Considerations

• Account Creation Walkthrough  

• Example NFR Participant Profiles

• Project Planning & Timing
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• Protecting participants 
and their information

• Basic Identity Theft 
• First Responder Status
• Personal Information
• Health Status
• Employment History
• Questionnaire Details

• Compliance exists to 
mitigate risk to participants
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• Protecting data is less burdensome to users than 
protecting identities and access

• Data collected from responders can be protected with 
elaborate measures through hidden background 
technology

• One-way data (like survey data) can be collected via 
secure interface and pushed into a highly secure 
database

• Data within a registry that can re-accessed over time by 
identities (accounts) through authentication (secure 
login) presents additional risk to be mitigated
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• When designing systems like NFR, features that improve 
research and overall value often require enhanced controls to 
mitigate risk  

• Content shared today is intended to drive analysis and input for 
the best “balance” of functionality and associated controls

• Analysis of benefits vs burden (perceived complexities) should 
be based on typical firefighter perspective and potential 
difficulties in communicating security measures
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• Functionality of the NFR system to offer participant profiles 
and retrieve sensitive data increase compliance controls

• Long-term functionality should be considered when 
determining the best approach for participant account 
management

• To better facilitate updating of data over time, priority should 
be given to implementing hierarchical, directly accessible 
profile and survey data that can be easily retrieved, reviewed 
and updated

• Modular, categorized and directly accessible surveys in an 
easy-to-use library will provide long-term flexibility to refine 
and enhance data capture needs
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1. Full Registration – No Limits on Data Retrieval/Update
• Robust participant profile includes employment and health history
• Participant can view and update previously submitted survey data
• Requires account creation & identity proofing

2. Light Registration – No Sensitive Health Information
• Profile only includes less-sensitive health identifiers
• No ability of participant to recall survey response (sensitive health information)
• Requires account creation  

3. No Registration or Profile
• Functions like a web-based survey
• No persistent data – each survey is a stand-alone transaction
• No participant account
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• Identity proofing is used to establish uniqueness and validity of an 
individual’s identity

• This is accomplished through automated, digital validation of a 
participant’s state issued ID and personal records

• Federal systems rated moderate that enable retrieval of sensitive 
information require Identity Assurance (IAL2)

• Identity proofing mitigates risk of account compromise, spoofing 
or hijacking that would expose sensitive data
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Data ID Proofing Required
Name NO
Residential Address NO
Email Address NO
Phone Number NO
Work Status NO
Current Department YES
EmployeeID YES
Year Start/Stop working YES
Job Title YES
Cancer Diagnosis YES
Date of Birth YES
Country/City/State of Birth YES
SSN YES

Examples of Data and Requirement for Identity Proofing

• Option 1 
• would allow participants to retrieve any previously 

submitted data, including basic registration 
(green) and sensitive data (red)

• requires Identity proofing to protect a 
participant’s sensitive data (red) because it can be 
retrieved and is exposed to the public.

• Option 2 
• does not require identity proofing because 

sensitive data (red) cannot be retrieved. 
• would allow participants to retrieve only basic 

registration data (green) because retrieval is 
limited to less sensitive data

• Option 3 
• would not allow participants to retrieve any 

information. Identity proofing is not required 
because none of the data can be retrieved
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XXXXXXXXXXX
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- required if  re-accessing sensitive health information
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- submit photo of state issued ID via cell phone
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- additional verification steps
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• Segmented Profile Content for Ease of Use
• Personal Information  
• Employment Information 
• Health Information 

• Orange highlighted content would require identity proofed 
accounts – or must be moved to survey as non-retrievable 
attributes
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Example NFR Respondent Profiles
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Begin Survey 

Detailed 
attributes 
collected for 
either of the 3 
Account 
Design 
Options
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Project 
Planning & 
Timing

NFR PLANNING 
SERVICES

• Business Needs Analysis 6/2021

• Requirements Engineering 9/2021

• Solution Engineering 2/2022

• Implementation 7/2022

Estimated timeline
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1. Full Registration – No Limits on Data Retrieval/Update
• Robust participant profile includes employment and health history
• Participant can view and update previously submitted survey data
• Requires account creation & identity proofing

2. Light Registration – No Sensitive Health Information
• Profile only includes less-sensitive health identifiers
• No ability of participant to recall survey response (sensitive health information)
• Requires account creation  

3. No Registration or Profile
• Functions like a web-based survey
• No persistent data – each survey is a stand-alone transaction
• No participant account
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