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 |dentity Management & Privacy Compliance

e Participant Account Considerations
e Account Creation Walkthrough
 Example NFR Participant Profiles

* Project Planning & Timing



° PrOteCting pa rtiCipa ntS FedRAMP Identity Authenticator Fed ion A e
and their information e || FAL)

S BaS|C Identlty Ttht High AL3: In-person, or AAL3: Multi-factor FAL3: The subscriber {user) must
. supervised remote required based on provide proof of possession of a
® FIrSt Responder StatUS identity proofing hardware -basad cryptographic key, which is referenced
o I f . cryptographic by the assertion. The assertion is
Pe rsona In Ormatlon authe nticator and signed and encrypted by the identity
approved cryptographic provider, such that only the relying
. Health StatUS technigues party can decrypt it
°® Em ployment H |St0 ry Moderate IALZ: In-person or AAL2Z: Multi-factor FALZ: Assertion is signed and
remote, potentially required, using encrypted by the identity provider,
() Quest|on naire Deta | IS invnh.rin% a “trusted approved cryptographic such that onby the relying party can
referee technigues decryptit
Low 14L1: Self-as=erted AALL: Single-factor or FAL1L: Assertion is digitally signed by
multi-factor the identity provider

e Compliance exists to
mitigate risk to participants



e Protecting data is less burdensome to users than
protecting identities and access

e Data collected from responders can be protected with
elaborate measures through hidden background
technology

 One-way data (like survey data) can be collected via
secure interface and pushed into a highly secure
database

e Data within a registry that can re-accessed over time by
identities (accounts) through authentication (secure
login) presents additional risk to be mitigated




 When designing systems like NFR, features that improve
research and overall value often require enhanced controls to
mitigate risk

e Content shared today is intended to drive analysis and input for
the best “balance” of functionality and associated controls

e Analysis of benefits vs burden (perceived complexities) should
be based on typical firefighter perspective and potential
difficulties in communicating security measures




it Functionality & Design Considerations

-

e Functionality of the NFR system to offer participant profiles
and retrieve sensitive data increase compliance controls

e Long-term functionality should be considered when
determining the best approach for participant account
management

e To better facilitate updating of data over time, priority should
be given to implementing hierarchical, directly accessible
profile and survey data that can be easily retrieved, reviewed
and updated

e Modular, categorized and directly accessible surveys in an
easy-to-use library will provide long-term flexibility to refine
and enhance data capture needs




1. Full Registration — No Limits on Data Retrieval/Update
e Robust participant profile includes employment and health history |
e Participant can view and update previously submitted survey data Bt s o i
e Requires account creation & identity proofing

in to your account safely and securely.

ssssssss

2. Light Registration — No Sensitive Health Information
* Profile only includes less-sensitive health identifiers e ]
* No ability of participant to recall survey response (sensitive health information) ‘
* Requires account creation

3. No Registration or Profile
e Functions like a web-based survey
* No persistent data — each survey is a stand-alone transaction
* No participant account




e |dentity proofing is used to establish uniqueness and validity of an
individual’s identity

e This is accomplished through automated, digital validation of a
participant’s state issued ID and personal records

e Federal systems rated moderate that enable retrieval of sensitive
information require ldentity Assurance (IAL2)

/ Proofing

e |dentity proofing mitigates risk of account compromise, spoofing
or hijacking that would expose sensitive data




Data and Requirement for Identity Proofin

~—

-
—

Data ID Proofing Required « would allow participants to retrieve any previously

Name NO submitted data, including basic registration
Residential Address NO (green) and sensitive data (red)
: * requires ldentity proofing to protect a
Email Address Mo participant’s sensitive data (red) because it can be
Phone Number NO retrieved and is exposed to the public.
Work Status NO e Option 2
Current Department YES  does not require identity proofing because
EmployeelD YES sensitive data (red) cannot be retrieved.
Year Start/Stop working  YES * would allow participants to retrieve only basic
R YES (egjstration data (grgen) because retrieval is
: : limited to less sensitive data
Cancer Diagnosis YES
Date of Birth YES :
: : e Option 3
Country/City/State of Birth YES o :
e would not allow participants to retrieve any
SSN YES information. Identity proofing is not required

because none of the data can be retrieved



When you're ready to create your secure Login.gov account, you'll need to provide a

few pieces of information: 3. One or more authentication methods

1 such as:
3 « More secure
. kkkk
1. Email address . Security Key

. - Authenticati licati
* We recommend a personal email address that you'll Fhenfication appficanon

) - Federal government employee or military
always be able to access rather than a work email
(e L X identification (PIV/CAC)
address.
. ) ) ¢ Lesssecure
« |f you already have an account with Login.gov with
- SMS/Text messages

that email address, we'll send you an email to let you
- Backup codes
know how you can reset your password and access

the account.

2. Secure password

Your one account for government

*hkkkdkdkdhk * Passwords must be at least 12 characters and should

, Create an account
not include commonly used words or phrases.




Enter your email address

Select your email language preference

Login.gov allows you to receive your email communication in
English, Spanish or French.

[ O English (default) J

(O Espafiol

O Francais

(] Check this box to accept the Login.gov Rules of Use

O LOGIN.GOV

xd Check your email

We sent an email to XNMWICEIEMNX M with a link to confirm your

email address. Follow the link to continue creating your account.

Didn’t receive an email? Resend

Or, use a different email address

You can close this window if you’re done.



||
N

U LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address

https://secure.login.gov/sign_up/email/confirm?
_request_id=&confirmation token=t6sMMkeoVZRpyugzddUQ

Please do not reply to this message. If you need help, visit
www.login.gov/help

& You have confirmed your email address

Create a strong password

It must be at least 12 characters long and not be a commonly used
password. That’s it!

() Show password
Password

I
Password strength: So-so
Common names and surnames are easy to guess

Password safety tips +

< Cancel account creation




Authentication method setup

(O Authentication application

Add a second layer of security so only you can sign in to your Get codes from an app on your phone, computer, or tablet.
account. Recommended because it is harder to intercept than texts or
phone calls.
© Keep this information safe. You will be locked out and have
to create a new account if you lose your authentication
method. O Phone
Get security codes by text message (SMS) or phone call.
Select an option to secure your account: Please do not use web-based (VOIP) phone services.

LESS SECURE

O Security key

Use a security key that you have. It’s a physical device that O

Backup codes
you plug in or that is built in to your computer or phone (it

we’ll give you 10 codes. You can use backup codes as your

often looks like a USB flash drive). Recommended because it only authentication method, but it is the least

is more phishing resistant. recommended method since notes can get lost. Keep them

MORE SECURE in a safe place.
LEAST SECURE

(O Government employee ID

Insert your government or military PIV or CAC card and enter
your PIN.

MORE SECURE




B

Send your security code via text -
message (SMS) or phone call

We’ll send you a security code each time you sign in. How should we send you a code?

Message and data rates may apply. Please do not use web-based You can change this selection the next time you sign in. If you entered
(VOIP) phone services. a landline, please select “Phone call” below.

Phone number © Text message (SMS) (O Phone call

example: (201) 555-0123

Bl ~ . .
Mobile terms of service

How should we send you a code?
You can change this selection the next time you sign in. If you entered Send code
a landline, please select “Phone call” below.

© Text message (SMS) () Phone call

« Choose another option

Mobile terms of service




| A Sficlal werlraie of B Ui

0 LOGIN.GOV m = DLoGIN.GOV m = —— 0 LOGIN.GOV

Getting started  Vierlfy your 1D Verify your Werlly phane ar Loture your

S ) i P e 1 T Wiestiby woiie f —— —
Crtting mamed Nerily yaur i ey vt Winrdy plreDing of o LD i perional dotails addross dogont Ldtlng Started Verily your 1D ¥ o VRIILY PR of Sotuie youl
peerSondd Oetiils sddrons Sffount

oo gt - b o R Y addnidd SEEur

How would you like to upload your -
Let's get started state-issued ID? Take a photo with a phone

Wa' et i ' 5 SELF Stal [ ! s O I
identity verification happens in two pass We'll collect information about you by reading your state-isswed 1D Use the camera on your moba|e phone and updoad images ol your ID,

We only use Lhie images ta verify your identity
We do not store images you upload. We only verify your identity,

Verify your identity

) ) Your mobile phone must have a camera and a web browser
We'll ask bor yaur personal nformaticn. We'll uss, keep and shane

some ol your perscenal micrmatson Lo venly your idenbily against

RECOMMEMDED
public records We'll send a bext message to your devioe with a link. Follow that link
Take a photu, with a mohil,e 10 wour browser to ke pholos of the front and back of your |D
Secure your account phone to upload your ID

Phone Number

Bro-sand s cie X i W ETe e
Adter you werify, we il ask you to encr ¥R our accound Encryplion Upload pictures directly from your phone camera

migans your dats i protected and only you, the account halder, wi §55-555-5555

et AEE Loy SO0ESS OF Change your snlormatio.
ik Use your phone
B By checking this box, you are letting login gov ask for, use, keep,
and share your personal information, We will only wse it 10 verily

your wienbily. Legen mose o Don't have a phone? Upiosd from your oomputer

Slart ower ack
.-E 'LI..

ancel



ntity Proofing

= — -

e
e =
e

IGO0 B L K-
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pernmal detail H i S—
Wednesday, July 21, 2021 E FR{}NT E' -
. [ : Switch back to your computer to
: : . Add your state-issued 1D i : ? ’
https://secure login.gov/verify : We are processing your images finish verifying your identity.
/capture-doc?document-capture We'll collect information about you by reading your : :
'5935i0n=gb4365d3'5?69'4Dﬂ&bfee slate-issued 1D, We do not store images you upload T e ;
-fc38¢5¢09310 You've requested We onty erify your identity rokaphoin | or Ulaadabirg L e *
to verify your identity on a mobile Fou sk raslis s1ep sutamatically when it's dene.
phon?_ PIEBSE take a pho\to Of Your * Use adark bac hgrnu!nd Bl ol poar D Tirarks far your patiencel
etats issued D  Talow the phisto o5 & Fol sides s T T e ;
; 9 * Do not use the flash on your camera ' |
b | Cancel
Having trouble? Get help at COC-NIOSH Edge :
Computing Platform & E Bn':“ 3
Front of your |10 i :
et o s s ama e AR R SRR i . s miiFor ChNEEREF @ PR & ST T e . Language *
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& W harve v led your sLate-isised 1D

Please enter your Social Security
number,

W néed youws Social SeCwity numdes 10 validute your name, date ol

Dirkh S acdddness, Your Social Security mamber i endnypbed. Wilh

o Sorderl, wed share (N informastion with e povernment sgendy

Fau ane Lying to adcess 1o verify your entity, Legm mors

Socisl Security Mumber

CEETTETLES

I:l oy SOCU SECETTY Numoe

Cancs

Please verify your information

First Mame Jang

Last Mame Doe
Date of Birth: 0111560
addrers: 123 Apple Street
City: Maybesry

Sanie KY

Tan Code; 12345

Sospial Sy ity Rurmbsgs

:| Shatray SoCiM Sacuiify Mustibes

Ge

g Slaeted Wertly your iD WETiy oL

oroeinoo gl =

o

VErily phadet or SOCLIE U
sérsanal ditait sddrein Bégrt

L] ] ]

@ 'We have verilied your personal information

Enter a phone number with your
name on the plan

WeTl check this number sith phone bill reconds. This is bt help verilly

pOuE By, Wl win'E uSe iU 00 £all o kel you

This phone number must...

» beaphone plan stsocisted with your name. You da not need
1o be the primary accour holder
= net be avirual phene [such a5 Google Voice or Shype}

o [ g ILLS, e e

i yeu st up & phane for tes-Tactor authentication, this can be a

¥ vl vl B

Phone Number

+1 555-555-3555

Werity veur address by mall instead, We'll mail you @ eiter with a

Cohe e i

securedogingov/verifyfoonfirmations 8 1

o -] -] -] =]

3 Bty e O Bl i
W DR ki It

& ¥ow funve ercryphed your v iled dats
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* Segmented Profile Content for Ease of Use
e Personal Information

 Employment Information
e Health Information

* Orange highlighted content would require identity proofed
accounts — or must be moved to survey as non-retrievable
attributes



Example NFR Respondent Profiles

< > O

| & hips//NationalFireFightersWebsite com/

M *x | = & O

- O x
Create Profile: Personal Info
Dashboard

COC estimates the average reporting burden for this collection of information &s 5 minwtes per responss, including the time for reviewing instructions, ssarching existing dats/information sources,
gathering and maintaining the data/information nesded, and completing and reviewing the collection of information. &An agency may not conduct or sponsor, and & person is not required to respond to
g collection of information unless it displays a currently valid OME control number. 5end cormnments regarding this burden estimate or any other espect of this collection of information including
suggestion fior reducing the burden to COCSATSDR Information Collection Review Office, 1500 Clifton Road ME, M5 -74, Atlanta, Georgia 30333; ATTH: PRA (092 0-3000C).

Informed Consent

* Reguired Fields
User Profile

1. Personal Info First Mame* Middle Mame Last Mame*
2. Employment Info
2. Health Info Enter Text Enter Text Enter Text

Enrcllment Questionnaire
Hawe you been known by any other name (example, maiden name)?

O Mo

) Yes  What name? First Last

Orange highlighted information would

Date of Birth:

be mowed to the Enrollment
‘Questionnaire with Dption 2

Month Day Yea 1+
January 01 b4 1950
Country of Birth Enter Text City of Birth Enter Text State/Territory Dropdown -
of Birth

What is your current residential addrass?

Street

City

State or Terrtory Code

Zip Code




Example NFR Respondent Profiles

& > U | & nupsyNatenafirefighterswebsite com/ O # | = 14 & -

Create Profile: Personal Info
Dashboard

Informed Consent

User Profile
1. Personal Info We would like to keep you updated on the progress of the NFR. We have the following email address on file for you:
2. Employment Info
2. Health Info Would you like to provide another email address? A personal email address is preferred for communications becauwse you should hawve access to this email even outside of work

Enrollment Questionnaire

If wou would also like to receive updates via text messages, please provide you mobile number below

[0 - 3000




'Example NFR Respondent Profiles

< S @) | = hitpsy//NationalFireFightersWebsite.comy/ M | = 22 5 -

Dashboard Create Profile: Employment Info

Informed Consent

User Profile What i t k status in the fi ice (select all that Iy)?
1. PE[SOHEI Info al 15 Your CUrrent wor s In e FESEF‘.I'IC'E'[ el a gt app }I’}l.
2. Employment Info [] Full time, paid
3. Health Info

[ Part time, paid
Enrollment Questionnaire Volunteer (full or part time)

Seasonal

Paid on call or paid per call

Retired In what year did you retire7 | 2021 hd

No longer working in the fire service
Out on long-term disabiity

Ooooooo

Other Please specify | Enter Text

Zreate Profile




i Microsoft - Official Home

&~ > )] | [2]  httpsyfMationalFireFightersWebsite com/

Dashboard
Informed Consent

User Profile
1. Personal Info

2. Employment Info
3. Health Info

Enrollment Questionnaire

This section would be moved to the Enrollment

Questionnaire with Option 2
Create Profile: Employment Info 4
Where is your current, or most recent fire department, agency, or organization located? States and Temitories Codes -

What i your current, or most recent fire department, agency, or organizational affiliation? Crganization -
If mot listed, please fill-in departrment names:
If manually entered, the
Jurisdiction Jurisdiction pull down

What jurisdiction doy/did you serve at thiz department/agency/organization? will be displayed.
Employee IDYDepartmental ldentification for current or most recent position Employee ID

Approimarsly what you did you start working 2t X department/agency/organization (auto populated)? 2021 -

Approcamately what you did you stop worling at X departmentfagency/organization (auto populated)? 2021 -

What job titles do/did you hold at this department/agencyorganization? Select all that apply:

|:| Structural or Industrial Engineer
Az & structural firefighter, which roles most dosely apphy/applied to you? (select all that apply)

Firefighter

Firefighter Medic

Firafighter EMT i
Firefighter AEMT

Firefighter Paramedic

gboooao

Dirver/Enginear/Cperator

[[] wildland Firefightar
Az a wildland firefighter, which roles most closely apply/applied to you? (select all that apply)

[] Engine crew

[[] Hand crew

[] Line medic

|:| Base camp support staff
[] smokejumper

Create Profile

-nw




'Example NFR Respondent Profiles

': Micramalt - Officid Hoore 4 +

5]  httpsyyMational FireFightersWWeh site. comy’ LT 'ﬁ’ =3 Eﬂ f} e
=

- o %
Dashboard . This section would be moved to the Enrcliment
Create Profile: Employment Info a jomnaire with Option 2
Informed Consent J

'-'5*1“ p"mﬁ'ﬂ . {continued) What job titles do/did you hold at this department/agency/organization? Select all that apply:
- Fersondg n

Co Offi Lt,
2. Employment Info L] Company Officer (L1, Cpt, Sat)
3. Health Info [[] Wildland Supervisor or Overhead

[] Chief
() Fire Chief
() Battalion/District Chief
) Assistant Chief

() Deputy Chief
) Division Chief

Enrollment Questionnaire

[] Fire Investigator, where this is your primary job assignment
[J Instructor, where this is wour primary job assignment

[] Superintendent/Crew Boss

[l EmMT/Paramedic, where this is your primary job assignment
[ Fire Marshal

[] Other

Save & Continue:

Create Profila




'Example NFR Respondent Profiles

1} Microsok - Gfficial Home ®

£ > O

Dashboard
Informed Consent
User Profile
1. Personal Info
2. Employment Info
3. Health Info

Enrollment Questionnaire

+

| ﬁ hittpsyiMat ionalFireFight ersWebsit ecomy’

This section would be moved to the Enrollment
Questionnaire with Option 2

]

Create Profile: Health Info

| = &7 &

If “yes” is selected then the user will be asked

Please specify: Hawve you every been diagnosed with cancer?

l:}No
l:}‘f'ﬁ

about a cancer diagnosis. If “no™ is selected
the cancer question will not be presented.

What type(s) of cancer were you diagnosed with? Please select where the cancer(s) started (primary site):

Bladder

Brain or Central Nervous System
Breast

Cervix

Colon or Rectum

Esophagus

Hodgkin’s Lymphoma

Kidney

Leukemia

Liver

Lung

Mesothelioma
Multiple Myeloma

Non-Hodgkin's Lymphoma

O00000000000o0oo

COral Cavity or Pharynx {e.qg. lip, tongue, palate, tonsil, other parts of the mouth)

O

OO0O0000o0oOood

Craary

Pancreas

Prostate

Skin: Melanoma

Skin: Mon-Melanoma (e.g. basil cell carcinoma, squamous cell carcinoma) or Unknown
Small Intestine

Stomach

Testis

Thyroid

Uterus/Endometrium

Unsure

Other

agva & Lonmtinues

Create Profile




'Example NFR Respondent Profiles

{0 Microsoft - Officia Home »x BT

&~ > ) | [T https/NationalFireFightersWebsitacom/ 1] b4 | = I £ e

- O %
Dashboard _ This saction would be moved to the Enroliment
Create Profile: Health Info Questionnaire with Option 2

Informed Consent ™
For each cancer selected, except for Leukemia, the follow questions will be displayed

<Cancer name:
What was your age when first diagnosed? Age

User Profile
1. Personal Info

2. Employment Info

3. Health Info In what US state/territory were you living when first diagnosed? | State/Territory  w

Enrollment Questionnaire If Leukemia was selected, display the following:

What type of Leukemia were you diagnosed with?
|:| Acute myeloid (or myelogenous) leukemia (AML)
[ ] Chronic myeloid (or myelogenous) leukemia (CML)
|:] Acute lymphocytic (or lymphoblastic) leukemia (ALL)

D Chronic lymphocytic leukemia (CLL)
[] Other or Unsure

Leukemia:
What was your age when first diagnosed? Age
In what US state/territory were you living when first diagnosed? State/Territory -

Profile




Example NFR Respondent Profiles

i Microsoft - Official Home

é = O | 1 httpsy/MationalFireFightersWebsite comy
i
This section would be moved to the Enrollment - o X

Dashboard . . .
Create Profile: Health Info Questionnaire with Option 2
]

Informed Consent In the United States, each state has 2 cancer registry that collects and combines
infarmation on all cancer diagnosss from all hospitals in that state. Providing your social
User Profile sacurity mumber (55M) is the only way to guarantes the information youw provide in your
wser profile and guestionnaire matches any past or potentially future cancer diagnosis
1. Personal Info reported to a state. This information is necessany to meet the statutory requirements of
2. Employment Info the Firsfighter Cancer Registry Actof 2018, You can choose to provide this information ar
3. Health Info mot. Howsaver, without this information, your data may not be included in the analysis of
== firefighters” cancer risk. As noted on the informed consent, all your private information
will be encrypted, secured, and protected to the fullest extent allowed by law.

Enrollment Questionnaire o

Confirm 55M: N

Why are we asking this?

(Pop-up koo it usar clcks why are we asking this”]

Why are we ashing Por this?
Wre need dn trock firefigitars” Resith cver fime fo frady undevstand thair concar rcks and improwe thair pratactions

Vour sockn! sacunify numier uilll et o oo ohis by Uking your Sloemarion fo stode covicar ragistries. With thic
informanion Wi can Lee ooy patenatial fuhire cancar dYagnack withaut any ferbar actlos o o Sach firafightor
that Ehares this dfovmration wil iNcrese the acrevacy of our findings, whick could patoatiolly’ lead 13 graarar
pratactians for all firafightors. SNanog Wour social facuity sembar will SNsine piuT SeTirparian fas me makmium
[ s

Wl profect pour infonmaiion to the fudlest eeeat allowad by low. The Mations! Flrefighter Reghtn & covened
oo Assurevce af Confidenniaiing wibwck i the highest devel of profection far

Lhodhar ghis fovmal profection, we ove mof aliowed fo shone your idennfiable information wilfrour powr wrilman
pamaksian. This meaes wa will saf shane pour socisl secanty number, confac informanan, or identiiodie
quastiannalng refgoriaes with acloide grocpes (ke oo SpdoyeT, INSLNSACE COmgdny, O &van far o Musue Your
privacy & g% impantaal [ us as PouT SevTiiparion.

Coonitinaes;

ta Profilla




Begin Survey

L S @) | 5] https//NationalFireFightersWebsite comy/ 0 ¥ | = A £ -

John Public D estimates the average reporting burden for this collection of information as 30 rinutes per response. including the time for reviewing instructions, searching existing data/information sources.
gathering amd maintaining the data/information needed. and completing and reviewing the collection of information. An agency may not conduct or sponsor, and 3 person is not required to respond to a
collection of information unless it displays a currenty walid OMB control number. Send comments regarding this burden estimate or any other aspect of this collection of information induding suggestion
Dashboard for reducing the burden to CDC/ATEDR Information Collection Review Office, 1500 Chifton Road ME. M3 D-74, Atlanta, Georgiz 30333; ATTHN: PRA (0920-2300.

Informed Consent
Enrollment Questionnaire

User Profile
d B 3. Last Mame*
Enroliment Questionnaire 1. First Hame* Z Middle Mame
John Quinton Pulblic
1. Demographics
4. Employes ID/Departmental ldentification for current of most recent position
2. Work 8 Exposure History
5 Dateof it D2y fear
3. Lifestyle iren: Januzry - | | m - To0 .
4. Health History .
6. Country of Birth City of Birth U5 Statef
5. Submit 'IE'li!rnﬂIﬂury of

7. Current residential address:
Fields 1 through 7 are to be auto

Strest
populated from the user profile
Cityr
State or Territory Code - Fip Code
8. What sex were you assigned at birth, on your original birth O Male () Female Clear
certificate?
10. Race (select one or
9. Ethnigty — Are you Hispanic or Latino? moral
D ‘fes, | am Hispanic or Latino |:| American Indian or Alaska Native
D Mo, | am not Hispanic or Latinog EI Asian

[] Black or African American

[] mative Hawaiian or Othar Pacific Islander

[] white
11. Marital status I:} Marmied '[::I I::':E umn:a%f}:éu;s;ple [:] Mever married [::l Separated {:I Widowed C} ‘Other — Please spacify: I::} Prefer not to answer Claar
12 What is your faat inchas
height?
; Pregnancy note on
_ (if pregnant, pleass report pre-pregnancy weight) displ 1 iF user Sﬂhrl ted
13. What iz your cumrent pounds f le Save & Continue > >

weight?




Project NFR PLANNING
Planning & SERVICES

TI m I ﬂ g e Business Needs Analysis

e Requirements Engineering

e Solution Engineering

e Implementation

Estimated timeline



1. Full Registration — No Limits on Data Retrieval/Update
e Robust participant profile includes employment and health history |
e Participant can view and update previously submitted survey data Bt s o i
e Requires account creation & identity proofing

in to your account safely and securely.

ssssssss

2. Light Registration — No Sensitive Health Information
* Profile only includes less-sensitive health identifiers e ]
* No ability of participant to recall survey response (sensitive health information) ‘
* Requires account creation

3. No Registration or Profile
e Functions like a web-based survey
* No persistent data — each survey is a stand-alone transaction
* No participant account
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