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Objectives

21 Describe the Group function in NHSN
21 Outlinethe stepsin creating a Group

2 Introducethe template of defined rightsthat
Group creates for data sharing




What are NHSN Groups?

A Group isacollection of facilitiesthat have joined
together within the NHSN framework to share some or all
of their data at asingle (Group) level for a mutual purpose

(e.g.,performance improvement, state and/or public
reporting).




The Group Function

0 Only healthcare facilities can enter datainto
NHSN

0 Facilities can share their datawith other
entitiesviaNHSN’s Group function

2 Any entity can maintain a Group in NHSN
(state health departments, hospital systems,
guality improvement organizations, etc.)

2 Facilitiesjoin and provide accessto data
requested by Group within the NHSN
application



The Group Function

1 Group userscan view and analyze datathey
are given accessto from all facilitiesat once or
for each individual facility in the Group

2 Afacility that joinsa Group does not have
accessto any data from other facilitiesin the
Group

2 Facilities may join multiple Groups



Stepsto Creating a Group in NHSN

The Group identifiesa Group Administrator,who
completesrequired reading

The Group Administrator reachesout to a NHSN facility
and asksthem to nominate the Group

The Group Administrator completes SAMS (secure access
management services) registration after the Group is
nominated

The Group Administrator adds additional usersto the
Group and setsajoining password

The Group Administrator createsatemplate of data
rightsthat will be accepted by Group members

The Group Administrator providesthe Group ID and
joining password to Group members

Facilitiesjoin the Group and accept the datarights
template to sharerequested datawith the Group




Step 1 —Identify Group Administrator

2 The Group Administrator should be the person
who will work regularly with the Group’s
member facilities.

1 Only oneperson can be made the Group
Administrator, but other userscan be given
administrativerightsin the Group.

0 The person who serves as Group
Administrator can be reassigned within NHSN
when needed.




Group Administrator Reading

2 The Group Administrator should read
the NHSN Group Administrator Guide,
review the appropriate NHSN
component manual, and view the
Group training slidesetson the NHSN
website

NHSN Group
Administrator Guide

a Group Administrator Guide and

manuals are available at

https://www.cdc.gov/nhsn/pdfs/groups-
startup/groupadminstartupguidecurrent.pdf



https://www.cdc.gov/nhsn/pdfs/groups-startup/groupadminstartupguidecurrent.pdf

Step 2 —Nominating the Group

The Group Administrator must identify a facility currently
participating in NHSN to nominate the Group

The facility logsin to NHSN and selectsthe
Group>Nominatetabsin the NHSN navigation bar to reach
the Nominate Group screen

Group Administrator will need to provide the facility with
the Group’s name, Group type,and the Group
Administrator’s contact information

Only ONEfacility should nominatethe Group!

The facility that nominatesthe Group does not
automatically become a member




Step 2 —Nominating the Group

NHSN - National Healthcare Safety Network 11th SOW Test Facity C

Nominate Group
Alerts

Reporting Plan - Th as pro . : ¢ roup is chy ¢ e NHSN system, check the Use Existing NHSN User option below
Patient

If the proposed administrator does not already check the Create New NHSN User option. For that ca u will be prompted to provide a User |D for that user along with the persons name, email address, and

Event phone number

Procedure
Enter group data
Summary Data

Mandatory fields ed with *
Import/Export
Group Name *:

Surveys Type of Group *: |HCSP - F m, Private, for profil
Analysis If group type is Other, enter type here:
— Group Administrator Informatic

Facility

£ us < 2 F NS Na , and phone - ministrator will be notified when the
Logout S ded, and will supply potent i »

Create new NHSN user

ator User |D * p e p for numbers, no spaces or special characters

0O Facility must specify whether Group Administratorisa
current or new NHSN user



Step 2 —Nominating the Group

Enter group data

Mandatory fields marked with *
Group Name *:
Type of Group *: |HC Healthcara 1, Private, for profit

If group type is Other, enter type here:

Group Administrator Information *

Use existing NHSN user @ Create new NHSN user

Note: To specify a new user as the administrator of this
group has been added, and will supply potential member fa

p, enter that persons name, email address, and phone number, and then hit the Submit button. The ne
ies with the information n ¥ to join the group including the

group administrator will be notified when the

Create new NHSN user

Administrator User |D * 2 letters and/or numbers, ces or special characters
First Name

Middie Mame:
Last Name Title:
Addres:
Address, line 2

Address, line

Sta Zip Code *:
Phone Ext:
Fax
Pager Numb

E-mail *:

Submit

2 Facility will complete this screen if the Group
Administrator isanew NHSN user



Step 2 —Nominating the Group

rator will be notified when the group has been added, and will supply potential member facilities with the information necessary to join

Use existing NHSN user

Click to verify the & mail address provided above (recommended belore proceeding).

0 Facility will complete thisscreen if the Group Administratorisan
existing NHSN user

0 The email address entered on thisscreen must bethe same asthe
email addressin the Group Administrator’s SAMSaccount (check

with Verify User button)



Step 3—-Obtain SAMSAccess

QO After the nomination screen issubmitted in NHSN,
the Group Administrator will receive an email
containing the Group’s 5-digit NHSN ID number

2 The email will also contain alink the Group
Administrator can use to register with CDC's Secure
Access Management Services (SAMYS)

0 NHSN userswith current SAMSaccess do not need
to register a second time

0 Review instructionsin the NHSN Group
Administrator Guide for more information on SAMS
registration




Step 3—-Obtain SAMSAccess

ch Centers for Disease Control and Prevention 4 N\ a

CDC 24/7: Saving Lives, Protecting Pecple™ E * National Healthcare
Safety Network

NHSN - National Healthcare Safety Network Test Groupfor HAI

\

S NHSN Patient Safety Component Home Page

Reporting Plan 4
Event 4

Procedure 4 ; ; .
Assurance of Confidentiality: The voluntarily provided information obtained in this surveillance system that would permit identification of any individual or institution is collected with a guarantee th

Summary Data be held in strict confidence, will be used only for the purposes stated, and will not otherwise be sed or released without the consent of the individual, or the institution in accordance with Sections
306 and 308(d) of the Public Health Service Act (42 USC 242b, 242k, and 242m(d)).

Surveys

Analysis set Adobe Acrobat Reader for PDF files
Users
Group

Logout

0 Once SAMSaccessisacquired,the Group
Administrator will have accessto the Group in NHSN



Step 4 —Add Additional Group Users

0 The Group Administrator can add other staff members
at the Group level as NHSN users by selecting Users>Add
from the navigation bar
0 Note:Group Administrator createsthe User ID* (ex. JSMITH)



Step 4 —Assign User Rights

|C-Bc Centers for Disease Control and Prevention

CDC 24/7: Saving Lives, Protecting People™

NHSN - National Healthcare Safety Network

%X Edit User Rights

Alerts

Reporting Plan
Patient User ID: LEA(ID 115521)
Fac: DHQP Memorial Hospita

Facility List:

Event
Procedure
Summary Data
Rights Patient Safety  Healthcare Personnel Safety Biovigilance
Import/Export Administrator ™ % M
All Rights % i I
Analyze Data
Analysis Add, Edit, Delete

Surveys

Logout

O Assign and save rights based on the access you want the user to have
O Customizing rights isnot recommended for most users

O Userswill not be able to access NHSN without having assigned rights



/

Step 4 —Set Group Joining Password

0 Groupsin NHSN are protected with ajoining
password

2 The joining password is shared with facilities
that will become membersof the Group

0 The Group Administrator setsthe joining
password by selecting Group and Joining
Password in NHSN

2 The joining password is case sensitive and
special characters are not recommended

0 The Group Administrator can change or reset the
password at any time




Step 4 — Set Group Joining Password

Centers for D}seclse ("on‘rrol and Prevention

24/7: Saving Lives, Protecting Peopla™

NHSN - National Healthcare Safety Network

Memberships

Reporting Plan

Event Facilities whose data can be accessed by this group
T T T * (40192) |
11th SOW Test Fac |l|h, A (40852) A

11th SOW Test Facility B (40¢ l'!'} M.@ﬁ-."ff.}qg}
Summary Data Cobb Test IRF {_44(}.;&; ~

Cobb Test Psych (44334) |

Procedure

Surveys

Analysis Set joining password for this group
New Password: | |

Users | Set

Logout

0 The Group Administrator entersthe joining
password in the boxes, then clicksthe Set
Password button to complete Group setup



Step 5 —Set Up Rights Template

EE Centers for Disease Control and Prevention
DC 24/7. Saving Lived, PRatecting PacDia ™

NHSN - National Healthcare Safety Network Teat Ciroag for HAL

. Memberships

O The Group Administrator createsatemplate of data
elementsthat member facilities will share with the Group

O Group Administrator uses Define Rightsoption to specify
which facility-level datathe Group isrequesting accessto



Step 5 —Set Up Rights Template

m Centers for Disease Control and Prevention

NHSN - National Healthcare Safety Network

Define Rights-Patient Safety

Reporting Plan
Event ! Please select the rights that facilities joining “Test Group for HAI® will confer
Procadure
General
Summary Data
Surveys
Analysis
Users

Group

Year
b | T ¥

Add Row Clear AllRows ~ Note: only complete survey data are shared with groups.

Infections and other Events (Not specific to MDRO/CDI)
Includes Applicable Denominators and “No Events® Indicators

0 Pleaserefertothe Guideto Setting Up the Confer RightsTemplate

for moreinformation https://www.cdc.gov/nhsn/pdfs/groups-startup/TemplateSetup PS-
current.pdf



https://www.cdc.gov/nhsn/pdfs/groups-startup/TemplateSetup_PS-current.pdf

Step 6 —Inviting Member Facilities

After creating therightstemplate,the Group Administrator
contacts potential member facilities by email with an
invitation to join the Group.

Theinvitation must include the Group’s NHSN ID and
Joining Password.

The Administrator may wish to include with the invitation a
summary and reasoning for the data elementson therights
template.

The Administrator may also wish to include any helpful
information regarding data use and security.




Step 7 —Facilities Join & Accept Template

Centers for Dlsecse Control c:nd Prevention

CDC 24/7: Saving Lives, Pratecting People

NHSN - National Healthcare Safety Network

s Memberships

Alerts

Reporting Plan Groups that hawve access to this facility's data

LB Test Group (44783)

Patient Test Group for HAI (39894)

Event
Procedure
Summary Data nter 1D and Password for this facility to join a new group

Group ID: |35248| x

Import/Export

Group Joining Password: |-¢o¢o | m

Surveys
Analysis
Users

Facility

QO Afterreceivingtheinvitation from the Group Administrator,an
administrative-level user in theinvited facility can enter the Group
ID and joining password.



Step 7 —Facilities Join & Accept Template
EEE SIS Y NN O O T

MNHSN - National Healthcare Safety Network

Confer Rights - Patient Safety

L ! Plesse review [he dals rights thst "LB Test Caoup™ ks reguesting Prom yous Escility:
W iy sl
Proes “scoogl” button (o conler righits oF ¢ evkiw Cis el ¢ kel s beefor e ool ing meew § it

¥ General

Infections and other Events (Not specific to MDRO/CIDH)
Inchades Applcable Denombnatonrs and Mo Evenls " Indicaton

0 After afacility joinsa Group successfully,they will be
taken directly to the template of rightsthe Group has
created



QO The Rights Acceptance Report can be used to track
which facilitieshave joined a Group and whether they
have accepted the Group’stemplate of rights



Tracking Group Membership

N LI

m Centers for Disease Control and Prevention ‘ e ‘
D 24/ 7 Soving Lived, Protecting Pecpie™ Matonagl Hoafhcor

Safety Networ

NHSN - National Healthcare Safety Network LB TestGrowp

Rights Acceptance Report

0 The RightsAcceptance Report will be reset each time the Group
updatesor savesitstemplate of defined rights.

NOTE: If you see aline of asterisksunder Facility Name, ******* the
specificfacility hasnever conferred rightsto your template.They
havejoined your group but have not conferred rights.



Summary

2 Any entity can form a Group in NHSN

a Facilitieswho join a Group cannot see any other
Group member’sdata

2 Facilities can join multiple Groups
2 Any active NHSN facility can nominate a Group

0 Group Administrator setsajoining password and
atemplate of rightsfor the Group

0 Facilitiesjoin a Group using the Group’s NHSN ID
number and joining password

0 Facilities accept rightstemplate after they join a
Group



NHSN Help Desk —nhsn@cdc.gov
NHSN Home Page — https://www.cdc.gov/nhsn

National Center for Emerging and Zoonotic Infectious Diseases

Division of Healthcare Quality Promotion



https://www.cdc.gov/nhsn
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