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O The purpose of the Long Term Care Reporting
Enrollment training is to guide facilities with enrolling
into NHSN to enter their targeted data elements to be
used for COVID-19 emergency response activities.

COVI D-19 O Before a facility can report into the COVID-19 Module,

facility enrollment into NHSN must occur. Once the
LTC MOd u I e online facility enrollment is complete, the facility will
gain same-day access to NHSN.

O Please note, the enrollment process for the COVID-19
Module does not enable full NHSN reporting capability
for healthcare-associated infections and prevention
process measures. I

’




Is Your Facility Currently Enrolled in NHSN?

If yes,

@ If you are already enrolled into National Healthcare Safety Network,
please do not re-enroll. A facility should enroll only ONE time.

) LTCFs that are currently enrolled in NHSN’s LTCF Component will have
immediate access to the new module and may begin reporting.

1 If you are enrolled and need to change your NHSN Facility Administrator,
please click the link to submit the change:
https://www.cdc.gov/nhsn/facadmin/index.html

1 If your facility previously enrolled, but you are unable to access NHSN, please
submit an e-mail to nhsn@-cdc.gov for assistance.



https://www.cdc.gov/nhsn/facadmin/index.html
mailto:nhsn@cdc.gov

Items Needed for Enrollment

1 Internet Connection (up-to-date browser needed)

— Recommended: Internet Explorer 11 (latest version), Microsoft Edge (latest
version), Chrome (latest version), Firefox (latest version), or Safari (latest version)

*Other browsers or older versions of the recommended browsers may work, however certain
features may be incompatible.

— Please review the system requirements for your specific browser (for example,
Internet Explorer: https://support.microsoft.com/en-us/help/11531/internet-
explorer-system-requirements).

1 NHSN Facility or Group Administrator Identified — This designated person will be the
point of contact for receiving information from NHSN and other functions in the

application.
1 CCN - CMS Certification Number or CDC Registration ID (contact NHSN@cdc.gov)

— CCN Look up Tool https://qcor.cms.gov/main.jsp
N 0



https://support.microsoft.com/en-us/help/11531/internet-explorer-system-requirements
https://qcor.cms.gov/advanced_find_provider.jsp?which=0

Facilities Eligible for Enrolling in NHSN LTC Reporting Module

1 Certified skilled nursing facilities (SNF) and
nursing homes (NH)

- Intermediate/chronic care facilities for the
developmentally disabled

) Assisted living facilities and residential care
facilities are able to participate in the
Prevention Process Measures Module



Who should enroll a Facility into NHSN?

) The NHSN Facility Administrator must be identified to enroll the LTC Facility into
NHSN (YOU)

Note: The NHSN Facility Administrator may not necessarily be the Administrator at your facility

The NHSN Facility Administrator:

Manages users and user rights

Can add, edit & delete facility data

Authority to nominate groups (data sharing arrangements)

An NHSN Facility Administrator will have this role for every component
May serve multiple roles (NHSN Contact Person and NHSN User)

@ Only the NHSN Facility Administrator can reassign their role to another user. We
STRONGLY encourage facilities to have at least one other person trained on the
NHSN enrollment/data submission process.




Other Key Personnel Roles for NHSN LTC Reporting

(J NHSN LTCF Contact Person
— Serves as the main point of contact CDC and the facility
— Is often the same person as the NHSN Facility Administrator

1 NHSN User
— Rights are determined by NHSN Facility Administrator
e View data
* Data entry
e Data analysis
— May be given NHSN administrative rights

* This gives the new user the right to view, enter, and analyze data, but
also to add locations, surgeons, and other users.

— One person may hold multiple roles



NHSN LTC Reporting Enroliment
New Facility Only



STEP 1:

Computer Preparation

Enrollment Prepare your computer to interact with NHSN

Preparation




Step 1 - Enrollment Preparation

Computer Preparation

Prepare your computer to interact with NHSN
- You may need to change your email and internet security settings to receive

communications from NHSN during the enrollment process

1 Change spam-blocker settings to allow all email from:
— nhsn@cdc.gov and SAMS-NO-REPLY@cdc.gov

2 Add https://*.cdc.gov and https://*.verisign.com to trusted sites list and allow

pop-ups
— Please review the instructions to change security and privacy settings for

your specific browser (for example, Internet Explorer 11:
https://support.microsoft.com/en-us/help/17479/windows-internet-

explorer-11-change-security-privacy-settings).

 These changes may require assistance from your IT manager or department
N 0



mailto:nhsn@cdc.gov
mailto:SAMS-NO-REPLY@cdc.gov
https://support.microsoft.com/en-us/help/17479/windows-internet-explorer-11-change-security-privacy-settings

Step 1 — Enrollment Preparation, continued

O To have the best experience with NHSN, please ensure your spam-blockers and privacy
settings for your browsers allow email from NHSN and SAMS. (For example, see below
instructions to change settings for Internet Explorer 11)

1. Change spam-blocker

. . File Edit View Favorites BIEGIES Help
settings to allow all email [=5]

Delete browsing history... Ctrl+Shift+Del
from: nhsn@CdC-gOV and InPrivate Browsing Ctrl+5Shift+P
SAMS-NO-REPLY@CngOV Turn on Tracking Protection
ActiveX Filtering
a. InlInternet EXplorer’ Fix connection problems...
Select ”TOOIS” on menu Recpen last browsing session
Add site to Apps
bar
“ ” View downloads Ctrl+) B .
SeIeCt Pop-up BIOCker Pop-up Blocker -] Turn off Pop-up Blocker
c. Select ”Pop-up Blocker Manage media licenses Pop-up Blocker settings
settings” Manage add-ons

Compatibility View settings


mailto:nhsn@cdc.gov
mailto:SAMS-NO-REPLY@cdc.gov

Step 1 — Enrollment Preparation, continued

Pop-up Blocker Settings x
Exceptions
Pop-ups are cumently blocked. You can allow pop-ups from specific
@ websites by adding the site to the list below.
d. Type in email address” nhsn@cdc.gov |’*‘:d’e;j“3br““”""“ o I \ |
nhsn Qo Add
and sams-no-reply@cdc.gov
* . Allowed sites:
add one address at a time E—
nhsn@cdc.gov
d. C| ICk "Add" sams-no-reply@cdc.gov Remove all...
e. Click “Close” (once you have completed
entering both email addresses)
Motifications and blocking level:
Play a sound when a pop-up is blocked.
Show Motification bar when a pop-up is blocked.
Blocking level:
Medium: Block most automatic pop-ups e
Leam more about Pop-up Blocker * Close



mailto:nhsn@cdc.gov
mailto:sams-no-reply@cdc.gov

Step 1 — Enrollment Preparation, continued

2.

Add https://*.cdc.gov to trusted sites list and allow pop-ups
Edit View Favorites Hafle"

a)

In Internet Explorer, open “Tools” menu,

select “Internet Options”

File

Delete browsing historny...
InPrivate Browsing

Turn on Tracking Protection
HActiveX Filtering

Fix connection problems...
Reopen last browsing session

Add site to Apps

View downloads
Pop-up Blocker
Manage media licenses

Manage add-ons
Compatibility View settings
Subscribe to this feed...
Feed discovery
Performance dashboard

F12 Developer Tools

OneMote Linked Motes
Send to OnelMote

Report website problermns

Internet options

Ctrl+Shift+ Del
Ctrl+Shift+P

Ctrl+

Ctrl+Shift+ L




Step 1 — Enrollment Preparation, continued

() Add trusted sites on the “Security” tab

b)
c)

Click on “Security” tab
Click on “Trusted sites”
Click on “Sites”

Type in website address:
https://*.cdc.gov

Click on “Add”
Click on “Close”

Internet Options

7

ot

General | Security | Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ @ V1O

Internet Local intranet | Trusted sites Restricted
sites

Trusted sites

Sites

J This zone contains websites that you . I

trust not to damage vour computer or

Youl Internet Options

Security lev | Trusted sites
Allowed le

' Add this website to the zone:

o | | nttps/ cdc gov

Websites:

*.acaobat.com
*.addmarchev5.cdc.gov
= adp.com

® Bl WL il __a

lﬁl Some 3 -

>

-~

W

X

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

¥

Add

Remove

Require server verification (https:) for all sites in this zone

— [Ccese ]




Step 1 — Enrollment Preparation, continued

1 Allow pop-ups on the “Privacy” tab

a) Click on “Privacy” tab
b) Click on “Sites”

c) Type in website address:
https://*.cdc.gov

d) Click on “Allow”
e) Click on “Ok”

Internet Options ? =

General Security  Privacy  Content Connections Programs Advanced

Settings
—- v
Lod| per site Privacy Actions
]
Manage Sites
Foj _i_ You can specify which websites are always or never allowed to use
jﬁ; cookies, regardless of their privacy policy.
Type the exact address of the website you want to manage, and then click Allow
or Block.
InkF
! To remove a site from the list of managed sites. select the name of the website
-] and click the Remowve button.

Address of website:

|h'ttp5:,-",-"‘.,":dc gow | I Block

Managed websites:

Domain Setting Remove

Remowe all

[ Aow |



STEP 2A:

Read and Agree to the NHSN Rules of Behavior
to register your facility with NHSN

Register
Facility
(NHSN)




What is NHSN?

) The National Healthcare Safety Network (NHSN) is a secure, internet-based surveillance
system managed by the Centers for Disease Control and Prevention that is open to a
variety of healthcare facilities in the United States. It enables these facilities to collect,
analyze, summarize, and provide data needed to identify problem areas, measure
progress of prevention efforts, and ultimately eliminate healthcare-associated infections.



Step 2A — Register Facility with NHSN

Read and Agree to the NHSN Facility/Group Administrator Rules of Behavior

1 The person who will serve as the NHSN
Facility Administrator must access and
read the NHSN Facility/Group
Administrator Rules of Behavior from
https://nhsn.cdc.gov/RegistrationForm/index

1 After clicking Agree, you will be guided
to the NHSN Registration page.

Facility/Group Administrator Rules of Behavior

In order to participate in the NHSN . you must read and agree to abide by the following rules of
behavior for safeguarding the system’s secunty. Scroll through the document below and click on
Agree or Do Not Agree button. To print a copy of the rules, click on the Print button.

Introduction
National Healthcare Safety Network (NHSN). a surveillance system of the Centers for Disease
Caontrol and Prevention (CDC), allows parficipating healthcare facilities to enter data

Bssoudedwihheﬂcweﬂfehsudlas site infections, i useand
nci and worker vace
NHSN i is tools that using the aggregated data (reports about
infection rales, and local ¢ i etc). NHSN also provides links o best
and
NHSN processes and stores a vanety of sensitive data that are provided by healthcare
facilities. This i i wotection from sthorized ., i or

modification based on integrity, and ility req These
of Behaviora€ apply to all users of the NHSN web-based computer system.

~

W

Purpose
Rules of i that i users are the foundation
Agree ] Do Not Agree
This is & U.S. Guwmmmmmmm'sﬁhm which may be scoessed and usaed only for o H:nn g warnr—
busmessw IIIIIII ed pesonnel Unsuthorized scoess or use may subject viclators to orimin

action. There is no right to privacy on this system. All information on ths-

resd. copied. snd shared by suthorized pers-

siminal investigations. Acoess or use of this system. whether atnorizas

~ torms. (Title 18, US.C)

https://nhsn.cdc.gov/ReqistrationForm/index



https://nhsn.cdc.gov/RegistrationForm/index

Step 2A- Register Facility with NHSN
Complete NHSN Registration

@ The same email address must be used for
all enrollment steps.

0 Be sure to enter your email address
correctly, as all subsequent emails will
come to this email address.

National Healthcare Safety Network (NHSN)

NHSN Home Page > NHSN Reqistration

4back to NHSN Enroliment Requirements

Registration Form

Please enter the values for the fields listed below and click on the Submit button. (*)
indicates a required field. For additional information on NHSN Training, please vsitthe
NHSN Training Website.

*Firstname:

*Lastname:

Middle name:

——Personal Inform ation: ‘

I *Email address: I




Step 2A- Register Facility with NHSN
Complete NHSN Registration, continued

2 You will need to select “CCN” as your Facility Identifier
(CMS certified facilities)

0 Enter your “CCN” number in the “Selected identifier ID

field” r—Fadility Identifier
@ If you are a certified CMS facility and do not know your Ooon, clecta fadliyidentier
CCN — use this link to find it: i
https://gcor.cms.gov/main.jsp QG Registaton D
v’ Select “Tool>basic search” “Selected identifier ID:
v’ Enter your facility name

v’ The Participation date is the CCN Effective Date
needed for enroliment

*If your Facility Identifier (CCN#) does not validate, you will need to request a temporary CDC Registration ID by
emailing nhsn@cdc.gov. The temporary enroliment number is only valid for 30 days.* Once you enroll, you will need
to update your facility account with your CCN# https://www.cdc.gov/nhsn/pdfs/Itc/ccn-guidance-508.pdf



https://qcor.cms.gov/advanced_find_provider.jsp?which=0
https://www.cdc.gov/nhsn/pdfs/ltc/ccn-guidance-508.pdf

Step 2A- Register Facility with NHSN
Complete NHSN Registration, continued

2 Non-CMS facilities (i.e. ALFs, Residential Care, etc.) will
need to request a temporary enrollment number

Request a temporary CDC Registration ID by
emailing nhsn@cdc.gov. The temporary
enrollment number is only valid for 30 days.*

0 You will need to select “CDC Registration ID” as your
Facility Identifier (CMS certified facilities)

0 Enter the temporary CDC Registration ID# in the
“Selected identifier ID field”

—Facility Ide ntifier

*Pleas e selecta faciliy identifier
Occn

OAHA

Ova

[®lcoc Registration ID
ONONE

*Selected identifier ID:



mailto:nhsn@cdc.gov

If you requested a temporary CDC Registration ID# from NHSN.

Enter during Step 2A NHSN Registration

—Facility Ide ntifier

0 You should receive 1 CDC Registration ID Number e —
= First time entry — input as your “Facility Ow

QSSSERegtstrauon D /
Identifier” during Step 2A registration -

*Selected identfier ID:

= Second time entry — input as the “Enrollment

Number” during Step 3 NHSN Enrollment Enter during Step 3 NHSN Enroliment

Mandatory fieids markedwith  For each identifier listed below, enter the
NHSN Facility Informatic ?unrbe:..;code, or check Not ::pplicf.able. If your
H acility does NOT have that identifier.
0 The temporary enrollment numbers are only valid for o
3 O d ays . %k :‘«;:-::::r: ! Not Applicable
Address, Ling 2: CMS5 Certification Number (CCN)™:
+ Not Applicable

Address, Lin 3: CCN Effective Date™:

0 Discard number after enrollment is complete - Ao o
s + Not Applicable
s Enrollment Number: *:
= | p—
‘;i;ésm-: Object | L
Main Telephone Number*:
4016371201




Step 2A- Register Facility with NHSN
Complete NHSN Registration, continued

Important: For enroliment into the COVID-19 Module only, LTCFs will need to
a Be sure tO Select the (0] rreCt FaCI I Ity Type select from one of the three following facility types from the “Facility Type”

drop-down menu:

O (eg NurSing homes and/or Skl”@d nurSing e LTC-SKILLNURS COV19: for skilled nursing facilities and/or nursing homes
facilities W|” Select: LTC-SKILLNURS e LTC-DEVDIS COV19: chronic care for developmentally disabled facilities

. . e e LTC-ASST COV19: assisted living and/or residential care
COV19 -Skilled Nursing Facility

LTC-ASSIST - Assisted Living Residence
0 Click “Submit” TODRVIN - oagarm G Faclity Bx a1 LTC-ASSIST COV19 - Assisted Living Residenc’

Hg'Qmﬁggvngmfuﬁﬁ';"riaﬁ;?;“""': LTC-DEVDIS - Longterm Care Facility for the De
“Faciny Type: RN R I DS LTC-DEVDIS COV19 - Longterm Care Facility fc ™

LTC-SKILLNURS - Skilled Nursing Facility v
—NHSN Training Date *Facility Type: |LTC-SKILLNURS COV19 - Skilled Nursing Facil
*1 certify fiat | have completed all of fhe appropnale, required NHSN

trainings on

)
H Select the date you are enrolling unless training was completed prior to this date.

Submit

Please note: Not identifying a COVID-19 facility type from the drop down list during registration will not impact the

enrollment process. Once the facility is completely enrolled and activated in NHSN, the COVID-19 Module will be
added in the application.




Step 2A — Register Facility with NHSN
Complete NHSN Registration, continued

2 You will need to enter the date you are
registering the facility.

2 Click Submit button once form is complete

——NHSN Training Date

*1 certify that | have completed all of the appropriate, required NHSN

trainings on: 04/21/2020 i

|

Submit




Step 2A- Register Facility with NHSN
Complete NHSN Registration, continued

0 After clicking “Submit” the
NHSN Registration
Confirmation screen displays.

National Healthcare Safety Network (NHSN)

NHSN Home Page > NHSN Registration

4back to NHSN Enrollment Requirements

NHSN Registration Confirmation

Thank you, Test Facility, for registering with the NHSN.
An email from NHSN will be sent to

nqga0@cdc.gov that provides instructions on how
to complete enrolimentin NHSN.

Home A-Z Index Site Map Policies  About CDC.gov Link to Us  All Languages CDC Mobile

Centers for Disease Control and Prevention 1600 Clifton Rd. Atlanta, GA 30333, USA
800-CDC-INFO (800-232-4636) TTY: (888) 232-6348, 24 Hours/Every Day - cdcinfo@cdc.gov

Contact CDC



= ‘Welcome to NHSN!”

0 Shortly, after submitting the NHSN
registration, you will receive an
email from NHSN

From: MHSN (CDC) <n hsn@cdc.govs
Sent: Monday, March 11, 2019 4:24 PM

To:
Ce: NHSN (CDC) <nhsni@cde. gov=
Subject: Welcome to MHSN!

Welcome fo the National Healthcare Safty Networds (WHSN)!

You have been added as the type of user mdicated for the follbwing fdlity or Group:
Fadlity or Group Name:
User Type:

In order to participate as an NHSN user, you must agree to follow the rules of behavior for
safeguarding the system’s security. Click onthe URL below fo read and indicate vour

agreement fo abide by the nies.
@SDN ENROLLMENT GUIDE URL@

Once vou have agreed fo the Rules of Behavior, you wil need to regster with the Centers for
Dizease Control and Prevention's (CDC) Securs Access Management System (SAMS) and
submit documentation for identity proofing. SAMS & a web portal designed to provide
cenfralizad access to public health infhrmation and computer applications operated by the CDC.

If vou are already an actrve NHSN user, vou may disregard the mstructions m flus emal. Logm
to the Secure Access Management System (SAMS) and access NHSN Reporfing.

If vou have akreadv completed the SAMS process Bir another CDIC application but vou have not
previously had access to WHSN, please conact nhsn@odc.gov and mdicate that vou need the
NHSN Reporting Acthity i SAMS.

For questions regarding NHSN, please email nhsn@ cde gov.

Addifional NHSN mformation i also available at htipr/Awww.odc. sovw'nhsn




0 To look up your CMS Certification Number [CCN] please use this link:
https://gcor.cms.gov/main.jsp

0 Click “OK”

ilicatic

Welcome to S&RC's Quality, Ce

TERMS AND CONDITIONS

How to Locate CMS Certification Number [CCN]

S&C QCOR

o b this metwork, and (3) all

o data

OK Cancel

TERMS AND COMDITIONS: This warning banner provides
. m;‘vz"“zﬂ::":fm:xﬂnm:ﬁ:m': 0 privary. ﬂnd. security notices mnsislpr.ﬂ with ﬂppﬂ(ﬂhh?. dePI'.ﬂl fem, which mcludes (1) thes ster network, (2) &l
. m.m”m“;?’ﬂ:m:ﬂ:ﬂm laws, directives, and o1h|_3r f(_'doral guudanc_e for accessing this
= Purgsnal wse of seaal medis and nefwarang sbe o t Government system, which includes (1) this computer network,
e uﬂmﬂswmvf;fmﬁmﬂ:: (2) all computers connected to this netwark, and (3) all devices | —— Fone, you have o f vy

. mmﬁ:::::;:ﬁ?:‘:&smm and storage media attached to this network or to a computer [iomication or data Erangiting or sored on thy aystem,
11 furvm rund, usdarstanc, ans aczapt: vame berms nc ccmy on this network. This system is provided for

Government-authorized use only. Unauthorized or improper

use of this system is prohibited and may result in disciplinary

action and/or civil and criminal penalties. Personal use of sodial

media and networking sites on this system is limited as to not

interfere with official work duties and is subject to monitaring.

By using this system, you understand and consent to the

following: The Government may monitor, record, and audit

your system usage, including usage of personal devices and

email systems for official duties or to conduct HHS business.

Therefare, you have no reasonable expectation of privacy

regarding any communication or data transiting or stored on

this system. At any time. and for any lawful Government

purpose, the government may monitor, intercept, and search

and seize any communication or data transiting or stored on Cllck "OK"

this system. Any communication or data transiting or stored on

this system may be disclosed or used for any lawful " o r

Government purpose. P

o
’__/_,_m"'
o


https://qcor.cms.gov/advanced_find_provider.jsp?which=0

Accrediting Organization Performance
Accredited Hospitals with Recent Substantial Deficiencies

Providers & Sup

Multi-Provider Reports

Ambulatory Surgical Centers [ASCz)

CLIA Laboratories

Community Mental Health Centers (CMHCs)
Comprehensive Outpatient Rehab Facilities (CORFs)
Dialysis Facilities (ESRDs)

Federally Qualified Health Centers (FQHCs)

Home Health Agencies

Hospices

Hospitals

Intermediate Care Facilities for Individuals with Intellectual Disabilities {ICFAID)
Nursing Homes

Dutpatient Physical Therapy/Speech Pathology (OPT)
Portable X-ray Suppliers

Psychiatric Residential Treatment Facilities (PRTFs)
Rural Health Clinics (RHCsg)

S&C QCOR
Help | Resources | FAQs | Sile Map

Welcome to 58C's Quality, Certification and Oversight Reports (QUOR)

What's New on QCOR?

Ag of Februsry 11, 2019, the List of CMS-Approved Organ Transplant Frograms is now availsble on the QUOR web site. The List may be downloaded in Microsoft Excel format here (last updated on 02/20/2020). The link mey slso be
found on the QCOR Rescurces page.

As of August 3, 3017, the Providing Data Quickly (PO Application is now known as the Quality, Certification and Oversight Reperts (QCOR) Applicatizn. QCOR data and reperts are free and apen to the public and user accounts are no
longer required.

The fellewing upgrdes | erbancements were made tn (COR o June 15, 2017
© addition of Deemed/aceredited Filters
= Wgdates o Survey Adnty Report
* Enhancements ta the ESRD Sendces Provided Fiker

Aftentson QUOR wsers
I you requre sssstance usng the QUOR acpbcabion, slesse witect the QUOR Helo Desi Fur emal reguests, pleese use goorhelpBaphagov.com. Fur Lelechone requests, please we 1-853-673-73 1.

ccessblity Information, Primey & Seourity
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Search for a Provider or Supplier

To search for a Provider, enter a CMS Certification Number, select a State, or enter a zip code (full or

You can limit or refine your results, by selecting Begin Year and End Year.
Click on the <Search> button to begin the search.

Enter your Facility name

and Click "Search" OR

Click "Nursing Homes"
below in Advanced

Search A
#
.,
™

A
//-—-——""Mmber[s)’ such as 22377).

v

Provider Name (or partial name): |

‘ Begin Year:

AND/OR

s certfcationumber: ||

AND/OR

state:

AND/OR

crr —

AND/OR

2 Code: ]
=

8

-

End Year:

Enter
Facility
Search for a Nursing Home Provider or Nag:iiznd

To search for a Provider, please enter a Provider Name (full or partial name) or a CMS Certification Numbe, "Search" 4 zip code (full or partial zip code with * replacing missing number(s), suc
LY

Advanced Search

To perform an advanced search, please select a provider type below:

Ambulatory Surgical Centers (ASCs’

CLIA Laboratories

Community Mental Health Centers (CMHCs!
Comprehensive Qutpatient Rehab Fadilities (CORFs!
Dialysis Facilities (ESRDs!

Federally Qualified Health Centers (FQHCs)

Home Health Agencies

Hospices

Hospitals

Intermediate Care Fadilities for Individuals with Intellectual Disabilities {ICF/IID’
lursing Homes

Outpatient Physical Therapy/Speech Pathology (OPT)
Portable X-rav Supplier

Psychiatric Residential treatment Facilities (PRTFs’
Rural Health Clinics (RHCs'

‘You can limit or refine your results, by selecting Begin Year and End Year and/or Report Description and ¢ on.
L —

Provider Name (or partial name): | ‘ Begin Year:
OR

CMS Certification Number: [ ] End Year:
OR

State: Search for: |Active Providers v
OR

Zip Code: l:l

(o))
L

-




0 Click on your Facility name under
the search criteria (depending on
your facility type)

—)

—)

Basic Search Results Report

Selection Criteria
Provider Name (or partial name): i :
Year: 2020 ~ 2020

P el N P P P e,
Nursing Facility

SNF/NF (Distinct Part)

SNF/NF (Dually Certified)

Skilled Nursing Facility



How to Locate CMS Certification Number [CCN], continued

0 Facility’s CCN and Participation i . i
Date (First date that the facility Provider or SuPpller Details

was certified as Medicare : :
Provider or Supplier Name:

and/or Medicaid) can be CMS Certification Number:

obtained from the details. Srovicer or Supplier Type: ,
' Information

Phone Number: listed here
Participation Date:

Region:

NMumber of Certified Beds:

Hospital Based:

Chain Name:

Ownership Type:



STEP 2B:

Read and Agree to the SAMS Rules of Behavior
to register your facility with SAMS

Register
Facility
(SAMS)




What is SAMS?

) The Centers for Disease Control and Prevention’s (CDC) Secure Access Management
Services (SAMS) is a federal information technology (IT) system designed to provide
centralized access to public health information and computer applications operated by
the CDC. For the National Healthcare Safety Network (NHSN) Program, SAMS will provide
healthcare facilities and other partners, such as state health departments and QIOs, with
secure and immediate access to the NHSN application.



Step 2B — Register with Secure Access Management Services (SAMS)
Receive Invitation to Register with SAMS email

Hello

You have been invited to register with the U.S. CDC's Secwe Access Management Service (SAMS). Registration with SAMS will allow you to access selected
CDC Extranct applcations specifically designed and implemented for the Public Health community. A registration account has already been created for you. A
Enk to this account and a temporary password word are provided below. This Ewitation is valid for 30 days.

0 After CDC receives your completed ™
registration, you will receive an -
Invitation to Register with SAMS via

.
emall 1. Online Registration - Follow the Enk below and use the incloded temporary password to log into SAMS' user registration pages. During you
will be asked to supply some basic mformation about vourself. This information will help CDC Program Administrators provide you v dldtewkm
access most appropriste for your role in Public Health. You will alse choose your personal SAMS password to help keep your account private and
secure.

O Please allow 3-5 calendar days T ——

hdpmgmp(mupeoph private data and in helping 1o prevent information misuse. Pleace be assured that CDC and its Programs have made e\er)eﬁnn

SAMS basic registration process mehides the following steps:

o keep this necessary process as simple and non-intrusive as possible, Also be assured that your registration materials will only be used to help determine

to receive email from SAMS. 5 iy rton e s B sl 8 o ol COC ot s i i o
vole and will activate your SAMS account. SAMS will send you an account actvation emad with a lnk to the SAMS portal page where vou can begn
. m}wenm:wpﬁcm
After day 5, please email
h d To register with SAMS, please click the following nk or cut and paste it into your browser:
nhsn@cdc.gov s A e A S

When prompted, please enter:

= Your Username:

» Temporary Password:

and chick the Login button

@ Save this email because it has *HENode: In order to access SAMS, vour browser must be configured to use TLS 1.0 encryption. If your computer is not configured for TLS, or if you are
unsure, please contact your local IT System Admanistrator for assistance.
information you will need to
register for SAMS



mailto:nhsn@cdc.gov

Step 2B — Register with SAMS

Click Link to SAMS

2 In the Invitation to Register
email you will receive, click the
link to SAMS or cut and paste
the following link into your

browser:
https://sams.cdc.gov/idm/SAMS/ca/inde
X.jsp?task.tag=SAMSRegistration

@ Note: The SAMS username
and temporary password will

expire in 30 days

Hello

You have been imvited to register with the U.S. CDC's Secure Access Management Service (SAMS). Registration with SAMS will allow you to access selected
CDCE licati pecifically designed and mnpl d for the Public Health community. A registration account has already been created for you. A
Iink to this account and a temg v p d word are provided below. This ivitation is vahd for 30 days.

Should you have questions with the SAMS registration process, please contact our Help Desk for assistance.
Thank you,

The SAMS Team

SAMS basic registration process includes the following steps:

1. Ouline Registration - Follow the knk below and use the included temporary password to log into SAMS' user registration pages. During registration, you
will be asked to supply some basic information about yourself. This information will help CDC Program Administrators provide you with the application
access most appropriate for yvour role in Public Health. You will also choose your personal SAMS password to help keep your account private and
secure.

. Ideatity Verification - Once you complete your online registration, you will receive an emad with mstructions for completing Identity Verification. In order
to provide individuals with access to non-public mformation, US. law requires that the identity of potential users is first verified - this step is critical in
helping to protect people’s private data and in helping to prevent information misuse. Please be assured that CDC and its Programs have made every effort
to keep this necessary process as simple and non-intrusive as possible. Also be assured that your registration materials will only be used to help determine
your suitabiity for information access and that these materials will not be shared outside of CDC programs.

3. Access Approval - Once your Identity Venfication is complete, CDC Program Administrators will determine the access level most appropriate for your

role and will activate your SAMS account. SAMS will send you an account activation email with a kink to the SAMS portal page where you can begin
using your extranet applications.

(=

To register with SAMS, please chick the following knk or cut and paste it into your browser:

https://'sams cde govidm SAMS ‘caindex. jspTtask tag=S AMSRegistration The username and temporary
When prompted, please enter: password is needed foronline
+ Your Usemame: SAMS registration
+ Temporary Password:

and click the Logmn button.

*#&*Note: In order to access SAMS, your browser must be configured to use TLS 1.0 encryption. If your computer is not configured for TLS, or ff you are
unsure, please contact your local IT System Administrator for assistance.



https://sams.cdc.gov/idm/SAMS/ca/index.jsp?task.tag=SAMSRegistration

Step 2B — Register with SAMS
Log-In to SAMS Credentials Using Username and Temporary Password
and Accept SAMS Rules of Behavior

SAMS Credentials

2 After clicking on the link to SAMS in the
Invitation to Register, you will be guided to
this Log In screen.

SAMS Username

O  Enter the user name and temporary password
provided in the email, and click the Login
button.

0 After clicking “Login” the SAMS Rules of
Behavior screen displays.

SAMS Password

Forgot Your Password?

For External Partners who login

O Read the SAMS Rules of Behavior and click the i e @ SANS 55 Userio
Accept button.




Registration: SAMS Rules of Behavior

CDC SAMS User Rules of Babavier

Overview

Tacare Acens Masapemens Servace (JAMT) 1 8 Veenes Suem Soen! o £ e O pr sacure ensermal access 8 soe-publsc COC app B cae by it U'sery shouls be rvwe Oae Dy
v 80 epecanoe of priviKy whee carg SAMS or SAMS-procected proprre applsanoes Mu«mnm-ﬂwhmmnmemawmuaunmnCDCﬂHaefum
istmance Secunity OScer. The Sllowieg roles of bebuniar spply 10 25 SAMS een

Bacscee wnimee Foadence JAEsOt JOVEE PUWY COLORERECY, AN W MAKeS 12 PO DevOed the sIted ralen, Seing Chaw Dest [oSpmacs and Righest ek MRRSNS) 10 Paide Cawr KnOEs Thase rales v Desed oe Bl Ly and repulanices
= o ppiatle apecy Sewm A R e v = e 4 Based ce te svericy of the Vidlanoe and Brocph Sue proces of e v, cotseguences Cas mCiale, DUt we S0¢ limiced 10 SCapenEece Of lowa of
Boms privieges and or O and nemeeal pesaines Une of SAMT, ummum i meeEcTed 50 Saan fhar Bave Dees apeciSCally Eathorioed and pramced accens By CDC o in Sesiprased apemnn

SAMS User Accousts

A SAMS e e weageely sSeccrield By 4 - p with & pasrvord Paarvords Etomancally enpee every sy (50) G SAMS Wil prompt seen 10 opdate expund paITwOrSs O Giew nant logie s veer
Sels Sowr pearTors may have Dees COmproctised, ey et Change it imymaduacaly e SMIDOC, D4 TN AT MIPON BTV FEAPECIeS MU OF SEEIAOreS KIn 10 Be SAMS Halp Desk o guackly s posaidle

SAMS allomy Sean 50 reset § Brpocem pesyeord Sang § Mt of seCTet MCINtY gomnoes Sy slect g complete Saning H = el ey 208 Do aary £ 3 Saar 10 rememler Dot S0t B 02an 10 goens
Sunce § s anynw mwﬂmbo“nmwymhm-h_mniw

¥ o sear Suls 10 etter e COTNC! CANTTATE 58 PAATVORS COERetance Srwe (J) temes 12 1 row, Cewr accouet =1 Be Jocked fr oee (1) Dowr, Efer whach e vear may Y agaie X (e user cameot mecall Sawr paarvord, Oy aae Bilow Qe
Drpoce plareord ek oo O SAMS logie page 10 reet 1t X o Goar 3008 00 rermamler tew SAATTORS and 11 Uralle 12 SCCmEly MSFTW e MCTNTY JMDOE. | BT ACOURT muet T vl

User Respoaibilitwn, and Rules of Bebavier

e SAMS sean av otageely sdesoded Qoo Gar SAMS weer sccouer Ouce & Sars mgoet Br comi Bal Deec praneed nd hewr BCOSUEE 18 ACHTVE, Che TMY 1 Mpoeaidie B A acnocs tioee Seing et accounr Thareber, rvwry
ot ikocld De made 10 prooect S aCOUES PasrTOrs and misted sconty isbrmance To Relp prvent soouns COmprotine, Saen AW
o To Loep D aciouet privete 468 600 1hary Dew paarvord vl aeyoes
o To scarely more and procect any »Tmee Copy of ew G EAm4 003 OF PEATYORS
¢ To muike vy €2 120 prevent 0Gan $oe wuchag pasreoed oy
» To hoose paarvorss e e SCBCE! 10 Foe By NOiSng O Gae of Wil knows pencesl irdemancn
» Tolog of of e ryvters whee Ssasded or wh aitg S Coep
» Ureny mmoet 6ot acoems SAMS or Propam appixances cemg e scoount Sur beloags 19 ot panoe.
o LUsens emuet ot ameege 1o cwtuesvees sy SAMY secuncy coesrs! mechassamm
o SAMS usen wre provaded sccems 10 sty a0 of eoe-pulin Imbemanion 10 s them i parbrmang Sew denen and e the Determens of ranceal, e, and Jocal pUtix beai servicen Lsen mmat tike ponrve stepe 10 procect
Qs inrmgnce, B4 people B imberanoe SaY raprvent, 328 G4 110 Sescgrad 1o proosct it Lsen IISet mepont Empeoper Of FSapecons KCIasies mmvelvisg SAMS smSerance i vtems 9 e SAMS Help Dek

v

- . .. . ..




Step 2B —Register with SAMS
Enter Information to Register with SAMS

O After accepting the SAMS Rules of
Behavior, the SAMS registration
page displays.

Enter the information in the fields
displayed. Fields marked with an
asterisk are required.

0 Click the Submit button to complete
your registration.

Secure Access Management Services (SAMS)

¥ Welcome Shes Craflo

Registration

Please select a Country

Findie paiect 8 Country

Fleate proaoes Top 0B0a0Ng rfoematan 13 reQiier s SalS and e Suterd Reguired Bebas a0 MY ed w3 red Jalents
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Step 2B — Register with SAMS
Change Your Password

O You will be required to change your password.

Ensure that you write down the new password because you will need this
password again.

You must Specly 3 NEW PSSR YoU PEsFwoId must

® [Be seven of moe characess long

« Contain at least hrea of e following uppercass IWertase NUMENc and Rument charader
= Mot conktain your usemama of any pad of your full name

= [Bie dilferend than your previous 13 pasawords

Password” sEssEEES Conlirmn Password”




Step 2B — Register with SAMS
Select Security Questions

2 In the Question section, select a
qguestion from the list displayed in
line 1.

O In the Answer section in line 1, type
your answer to the question you
selected. Repeat these steps until all
five questions are answered.

@ The questions you select should
have answers you are sure to
remember.

YOUr answers [0 Mé RAcwing QUESTONS Wl D USE 10 venly yOur MEniRy SHOuIT you THpR jour passwon

Guestion AnEwE

ar Naema of tha eityfiown whare you waee bom ¥ AT
o Name of the cityown whare you were bom ¥
ar Narme of the r,l!'_.ﬂ;wn whiere you were boini ¥

o Nama of the cityown whore you wero bom ¥

% E & &

U Marma of tha citytown where you wers bom ¥




Step 2B — Register with SAMS
Receive SAMS Registration Confirmation

Secure Access Management Services (SAMS)

2 After clicking the Submit button to complete
your registration. The Registration
Confirmation message displays.

Registration

2 Click the OK button to acknowledge the
message and receive an additional
display.

Identity Management User Interface




STEP 3:

Complete

NHSN LTC
Enrollment




Step 3 — Complete NHSN LTC Enrollment
NHSN LTC Enroliment

1 On the SAMS homepage, under “My Applications” you should see a link to the National
Healthcare Safety Network labeled NHSN Long Term Care Enrollment.

) Click on the NHSN LTC Enrollment link to go to the NHSN Enrollment page.

NHSN LV1 - National Healthcare Safety Network

@ Enroll Facility

NHEN Long Term Care Reporting

Please Select Desired Option
i WHEMN LT B 1 b
. b + Boporin
s, g Access and print hardcopy version of enrollment forms
_ T RGN LTC Bt 48
Enroll a Facility ~—

SAMS Lk Gudi
SAMS Usar FAQ
Ity Vil - F Get Adobe Acrobat Reader for PDF files

O



Step 3 — Complete NHSN LTC Enrollment
Enroll your Facility

2 Select “Enroll a Facility”

NHSN LV1 - National Healthcare Safety Network
'@ Enroll Facility

2 You will see this pop-up, select “OK”

Please Select Desired Option Message from webpage X

Access and print hardcopy version of enrollment forms

Enroll a Facility | ==

We recommend that you print and complete the required
enroliment

forms prior to attempting to enroll your facility on-line. Only
completed web enrollment screens can be submitted; closing

the
et - . L . .
H sbowneader | - o » 4 be Acrobat Reader for PDF files browser prior to submission will result in the loss of any
entered
data. To continue with enroliment, press OK; otherwise, press
Cancel.




Step 3 — Complete NHSN LTC Enrollment :
NSHN Facility Information Screen

. * . .
. Enter required (*) information R, .
. . NHSN Facility Information
) Input your CCN/CMS Certification — | _
. Enter Name of Organization For each identifier listed below, enter the
Number (CMS) and Effective date. O Facity doss NOT have that idantrer. Yo"
(D If you do not know your CCN, use this iy e -
link to find it: o ‘ C:::mffcat:nN‘L-nbi.csg‘l’;w“came
https://qcor.cms.gov/main.jsp —
(ilr:frr Name of City VA Station Code":
¥ Not Applicable
State":
w Object Identifier:
) Check “not applicable” box next to Coumy: ;
the AHA ID # and the VA Station Code. zipCode'
Note: Facilities within the Department of Veterans Main Telephone Number':
Affairs (VA) Healthcare System, may have a VA T
station code instead of a CCN.



https://qcor.cms.gov/advanced_find_provider.jsp?which=0

Step 3 — Complete NHSN LTC Enrollment :

NSHN Facility Information Screen

*If you received a Temporary CDC Registration ID# from NHSN*

a
a

Enter required (*) information

Check “not applicable” box next to the AHA ID #,
CMS Certification Number (CCN), and the VA
Station Code.

Input the temporary CDC Registration ID# that

was provided by NHSN
= The temporary enrollment number is only valid
for 30 days.
= Discard number after initial use

Click “continue”

Mandatory fields marked with
INHSN Facility Informatic
Facility Name * :

Test facility

Address, Line 1%;

123 Test Ave

Address, Line 2:

Address, Line 3:

City™:

Altnds:
State™:

GA - Georgia

County*:

unty*:
Fulton

Zip Code”:

Main Telephone Number*:

401-637-1201

For each identifier listed below, enter the
number/code, or check Not Applicable. If your
facility does NOT have that identifier.

AHAID™:
¥ Not Applicable

CMS Certification Number (CCN)":

I Not Applicable
CCN Effective Date™:

VA Station Code™:
I Not Applicable

Enrollment Number: *: /
I |

Object Identifier:

J

Continue




Step 3 — Complete NHSN LTC Enrollment:

NHSN Facility Information cont’d

) Select the Facility Type

Please note: The COVID-19 facility types are

@not reflected during the enrollment section.
This will not impact the enrollment process.
Once the facility is completed enrolled and
activated in NHSN, the COVID-19 Module will
be added in the application.

Mandatory fields marked with *

NHSN Facility Information - Part 2

LTC-ASSIST - Assisted Living Residence
LTC-DEVDIS - Longterm Care Facility for the Developmentally Disabled me”:
LTC-SKILLNURS - Skilled Nursing Facility

IHS Facility:
OYes

® No

NHSN Components

Select Components*:
|+ Long Term Care Facility

4 Facility Administrator

Page2o0f2

Middle Name:

Last Name*:

Title:

ﬂ Copy Address from Facility

Address, Line 1*:

‘Enter Street Address

Address, Line 2:

Address, Line 3:

City*:

‘Enter Name of City

~




Step 3 — Complete NHSN LTC Enrollment:
NHSN Facility Information cont’d

) Select “Yes” or “No” if your o ——
facility is a Indian Health Service NHSN Facilty nformation - Part 2
(HIS) Facility e B —
[LTC-SKILLNURS COV18 - Skiled Nursing Facil
] The LTCF component is ol —
automatically checked and e Cempenens
cannot be unchecked. B [, [

) Enter Facility Administrator
designated to report COVID-19
data here

1 Complete the Facility Contact
Information Form in its entirety and
click “Continue”




Important Tips to Remember when Creating the User ID

NHSN Facility Administrator

First name™:

Middle name: |Enrolling

Last name™: |Facility

Title: |IN NHSN

Y

Hz|)  Click to copy mailing address from the facility given above

e

D NO SpeC|a| Chara cters * Address, line 1‘:|200Hospitalnddress
7 Address, line 2: | |
A I _ Address
@ ) Ex. TMcCray*&%$ i s, e 3 |

City™: |Hospiml City |

State™: |GA Georgia V‘

Zip Code*: (1245 |-[ |

phone: [11111 1111 | x| |

Fax: Use same e-mail address entered
during SAMS registration

NHSN user ID, cannot
Pager:

include special characters
Example: TMcCray

@

E-mail*:

User ID*: Up to 32 letters or digits

i




Step 3 — Complete NHSN LTC Enrollment:
LTC Contact Person Screen

ST —— —
) Each facility must have a listed = B . i
contact person either the Facility First Name:: Contact person can be
Administrator or another user to Middie Name: Fac::fyﬁ::;fs:':fg o
be a back-up st Hame: another user
) Enter Contact Person designated " | e .
to report COVID-19 data here S B
*Click the blue folder icon to copy =
previously entered information if .
Contact Person is the same. ,,y_,
) Complete the Facility Contact —
Information Form in its entirety —
and click “submit” Pagedof4
T T




Step 3 — Complete NHSN LTC Enrollment:
Enrollment Confirmation

1 Shortly after successfully completing enroliment, the NHSN Facility Administrator and
Component Primary Contact (if different) will receive an NHSN email with instructions
on how to electronically accept the NHSN Agreement to Participate and Consent.

@ The consent form must be accepted by either the NHSN Facility Administer or the
NHSN Primary Contact immediately to expedite access to NHSN for LTC reporting.

NHSN Org ID
Congratulations! The Facility has been Enrolled.

However your facility is not yet activated.

*Please note the tracking The enroliment for facility "JE_COVID-19 LTC LV1_3' with tracking number 20300 has been
number issued after completed. The facility admin and component primary contacts will receive an email with further

e . instructions.
submitting is your NHSN
* You may now exit the application.
Org ID Or click here to enroll another facility.




STEP 4:

NHSN

Agreement to
Participate &
Consent

Electronically Accept the NHSN Agreement
to Participate and Consent



Step 4 — Electronically Accept the NHSN Agreement to Participate and Consent

SAMS Credentials

1 After receiving the email from NHSN, e e .
users will need to log in to
https://sams.cdc.gov and follow the
instructions to complete the NHSN
Agreement to Participate and Consent.

.............

SAMS Username

SAMS Password

Forgot Your Password?

For External Partners who login
with only a SAMS issued UserlD

and Password.



https://sams.cdc.gov/

Step 4 — Electronically Accept the NHSN Agreement to Participate and Consent
(New Facility Only)

O After successful log-in you will be directed &> Welcome to the NHSN Landing Page
the NHSN Landing Page

2 Select Long-term Care Facility Component

@
. NQAO@cdc.
in the drop down @ NQA0Geragey
HH Select component:
O Select your Facility/Group S .
2 Click “submit” to be directed to the facility Select facility/group:
homepage Fac: Test TM3033 (ID 71093) o




Step 4 - Electronically Accept NHSN Agreement to Participate and Consent

O Once you have logged in
successfully you will see the
Agreement to Participate and
Consent form.

O Check the box to ‘Accept’ next to
the appropriate contact name and
then ‘Submit’.

J

%} NHSN Long Term Care Facility Component Home Page

NN

Page 1 of 3

Agreement to Participate and Consent

Tracking #:

The National Healtheare Safety Network (NHSN), conducted by the Centers for Disease Control and
Prevention (CDC). collects, analvzes and reports data submmed by healthcare or residential facilities on
healllmare associated adverse events, adlk € 1o p ices, and antimicrobial use and
Healtl or residential facilities may pﬂmﬂpﬁte |n NHSN voluntarily, i.e., on their own
initiative and for their own purposes, or as a result of a state or federal reporting requirement. CDC will
disclose data submitted to NHSN to other federal agencies and to state health departments in accordance
with the scope of their reporting mandates. CDC also will disclose data to state, local, or territorial
health departments that are outside the scope of federal or state reporting mandates provided the state,
local, or territorial health department has pleted a data use agr with CDC that stipulates the
data will be used solely for surveillance and prevention purposes and not for public reporting of facility-
specific data or any regulatory or punitive actions against facilitics, such as a fine or licensure action. These

Please note: If you are the

data disclosures to state, local. or territorial health departments will be made to the extent permissible by
Component Contact Type - Contact Name Phone Number Email Accapt
Facility Administrator TiMcCray 777-777-1111 NQADECDC.GOV =

NHSN Facility Administrator Long Term Care Facity

for multiple facilities, you
will also see those facilities

You are listed as the Facility Administrator or Primary Contact for the facilities below. Select all I'aﬂlltles for whlch you

listed. You can accept all I

would like to accept the agreement. Click the submit button to accept the ag for all
Facllity Nama Fadlity ID 5 Contact Typa Contact Name Phona Number Email Accapt
| = | Jx | N x| Jx | X
Ti's Test Facility 56233 Facility Administrator Ti MCcRAY 123-456-7890 NQAD@CDC.GOV B
Page[1 Jof1 10 v] View1-10f1

agreements for all selected
facilities.



Step 4 - Electronically Accept NHSN Agreement to Participate and Consent

ﬁ;
@‘ NHSN Long Term Care Facility Component Home Page

. SN
] As the NHSN Primary Contact Agreement to Participate and Consent

Page 1 of 2

or Faciity Administrator has O
acce pted, an alert will pop-up Prcventior You have completed the NHSN Agreement  fucitties on
. . . . heatheare to Participate and Consent Form for the Wespelll
(o0) nflrm | ng th IS aCtIOI’l iitiative . Long Term Care Facility component for the L CDC will
dislose . following facilities: 71093. juocoedance
“w ” health dep the state,
D Cl IC k 0 K LT.:IQ\-W; Please click the OK button to continue. . uggl;:crijlli:&'-
specific da These
data discl / ‘missible by
federal lax
Purposes
The purpe
8 CCuunnn siunans nmrass rmsassssias s i ssenae s et L ebrar e a s asen o assses wosssssmnsnss J1 AAVETSE
events among patients or residents and health 1
Component Contact Type 5 Contact Nama Phone Mumber Ermail Accept
Long Term Care Facility Facility Administrator TiMcCray 777-777-1111 NQAD@CDC.GOV ]

You are listed as the Facility Administrator or Primary Contact for the facilities below. Select all I'aﬂlltles for whlch you

would like to accept the agreement. Click the submit button to accept the ag for all sel
Facllity Nama Fadlity ID 5 Contact Typa Contact Name Phona Number Email Accapt
[ | = | Jx | N x| Jx | X
Ti's Test Facility 56233 Facility Administrator Ti MCcRAY 123-456-7890 NQAORCDC.GOV L4
Page[1 Jof1 10 v] View1-10f1



Step 4 - Electronically Accept NHSN Agreement to Participate and Consent

) After selecting “OK” the LTC Home Page will be displayed
2 Click on “COVID-19” to begin reporting

CDC Centers for Disease Control and Prevention
CDC 24/7: Saving Lives, Protecting People™

NHSN LV1 - National Healthcare Safety Network

NHSN LV1 Home

@% NHSN Long Term Care Facility Component Home Page
Alerts

COVID-19

Users ~ Action Items

Facility

Group

Logout

Assurance of Confidentiality: The voluntarily provided information obtained in this surveillance system that wou
without the consent of the individual, or the institution in accordance with Sections 304, 306 and 308(d) of the Put




Congratulations!!

Enrollment is
Complete

You have completed the enroliment.

You can begin LTC Reporting in the
COVID-19 Module.

/
/




Important Notes:

O COVID-19 level access does not enable full NHSN reporting capability for HAIs

O Each facility should designate one person to serve in the role of NHSN Facility
Administrator.

O NHSN Facility Administrator is responsible for NHSN enrollment for the LTCF
and coordination of NHSN tasks and users.

O To ensure that information sent by email is not blocked by your organization’s
anti-spam program, set-up your computer to allow sams-no-reply@cdc.gov
and nhsn@cdc.gov to get through.



Important Notes:

d

d

The same e-mail address must be used throughout the SAMS and NHSN
enrollment process.

If a temporary ID was used to complete NHSN enroliment, the facility must
remember to enter the facility CCN into NHSN once full enroliment is
complete. Guidance for making edits to facility information, including
updating/changing the CCN, can be found here-
https://www.cdc.gov/nhsn/pdfs/Itc/ccn-guidance-508.pdf

If you are a certified CMS facility and do not know your CCN — use this link to
find it: https://gcor.cms.gov/main.jsp

Contact nhsn@cdc.gov or sams-no-reply@cdc.gov with questions.



https://www.cdc.gov/nhsn/pdfs/ltc/ccn-guidance-508.pdf
https://qcor.cms.gov/advanced_find_provider.jsp?which=0
mailto:nhsn@cdc.gov
mailto:sams-no-reply@cdc.gov

Where Can | Find More Information?

) Toemail questions to the NHSN Helpdesk: nhsn@cdc.gov with LTC COVID-19 in the
subject line

) LTCF specific enrollment and reporting resources
https://www.cdc.gov/nhsn/covid19/index.html

) LTC Reporting Guide can be accessed here: (LTC Enroliment Guidance)

- If you need assistance with SAMS: samshelp@cdc.gov

J If you have questions regarding CMS’ enforcement of the new COVID-19 reporting
requirement on nursing homes: DNH_Enforcement@cms.hhs.gov.



mailto:nhsn@cdc.gov
https://www.cdc.gov/nhsn/covid19/index.html
https://www.cdc.gov/nhsn/ltc/covid19/enroll.html
mailto:samshelp@cdc.gov
mailto:DNH_Enforcement@cms.hhs.gov

Questions?



Troubleshooting Tips during LTC Enrollment

Common Errors/Question Solution

I am not receiving any communication from NHSN. This may occur if there is a compatibility issue with email or internet settings. You
may need to change your email and internet security settings to receive
communications from NHSN during the enrollment process:

++ Change spam-blocker settings to allow all email from:
> nhsn@cdc.gov and SAMS-NO-REPLY @cdc.gov
> Add https://*.cdc.gov and https://*.verisign.com to trusted sites list and
allow pop-ups
+ In Internet Explorer, open “Tools” menu, select “Internet Options”
» Add trusted sites on the “Security” tab
> Allow pop-ups on the “Privacy” tab

These changes may require assistance from your IT manager or department.

I have registered my facility and did not receive my Accepting the Rules of Behavior triggers the SAMS invite process. If you have
invitation to join SAMS. accepted the Rules of Behavior and have not received a SAMS invite, please contact
the NHSN helpdesk at nhsn@cdc.gov to request one.

SAMS invites are auto-generated from the email address the user enters when
agreeing to the NHSN Rules of Behavior, if the email was entered incorrectly in any
way, the user will not receive the welcome emails.

*User email addresses must be the exact same in SAMS and NHSN.*
eSS TGS




Troubleshooting Tips during LTC Enrollment

Common Errors/Question

Solution

NHSN facility administrator verses a long-term care
facility administrator.

The NHSN facility administrator is the point of contact for NHSN
communication and is responsible for enroliment and set-up for the LTCF.
This representative does not have to be the organization’s facility
administrator or part of the executive leadership. Often, this person oversees
infection prevention program activities, and may be the infection
preventionist, director of nursing, assistant director of nursing, staff educator,
or MDS coordinator. Although only one person in the facility will have the
role of NHSN Facility administrator, the facility should train a second person
as an alternate and assign him/her as a NHSN user with administrative rights.

The NHSN facility administrator resigned before
reassigning the role of NHSN facility administrator, do
I need to re-enroll?

No. If the role of NHSN facility administrator cannot be re-assigned by the
outgoing NHSN facility administrator, the facility must request NHSN to
manually re-assign the role. This request can now be made electronically by
using the link https://www.cdc.gov/nhsn/facadmin/index.html.



https://www.cdc.gov/nhsn/facadmin/index.html

Troubleshooting Tips during LTC Enrollment

Common Errors/Question

Solution

I do not have my CCN number.

If you need assistance with identifying your CMS Certification Number
[CCN] please use this link: https://gcor.cms.gov/main.jsp

1. Select “Tool > basic search”
2. Enter your facility name

* The Participation date is the CCN Effective Date needed for enrollment*

My CCN number will not validate. NHSN is not
accepting the CCN entered during enroliment,
preventing the completion of the enrollment
process.

In the unlikely event that NHSN does not accept your AHA ID, CCN,
or VA Station Code, should immediately contact the NHSN help desk
at nhsn@cdc.gov and request a temporary enrollment number. This
number is for enrollment purposes only and will expire in 30 days if
not used.

Note: If a temporary ID was used to complete NHSN enrollment, the
facility must remember to enter the facility CCN into NHSN once full
enrollment is complete. Guidance for making edits to facility
information, including updating/changing the CCN, can be found
here- http://www.cdc.gov/nhsn/pdfs/cms/changing-ccn-within-nhsn.



https://qcor.cms.gov/advanced_find_provider.jsp?which=0

Troubleshooting Tips during LTC Enrollment

Common Errors/Question Solution
How do | accept the Agreement to Participate and To complete the enrollment process and accept the “Agreement to Participate
Consent. and Consent”, please follow the steps below:

1. Log-into SAMS.

2. Select Long-term Care Facility Component and your facility/group
name.

3. Click “Submit” to review the “Agreement to Participate and Consent”.

4.  Click *Accept’ next to the appropriate contact name.

5. Click “Submit”. A pop-up notification will appear confirming this
action.

6.  Click “ok” to acknowledge the notification.

My facility has been enrolled twice. What must | do? The newly enrolled facility must be withdrawn from NHSN and NHSN
Facility Administrator of the newly enrolled facility must be added as a user
in the eldest facility.

1. Log into the newly enrolled facility in NHSN

2. On the left navigation panel, select facility>facility info>>

3. Scroll down to the component itemization and deselect the component
that is a duplicate

Accept the alert indicating that you’ve deselected

Select update to reflect changes.

o~



https://auth.cdc.gov/siteminderagent/forms/login.fcc?TYPE=33554433&REALMOID=06-2e4e428f-8768-4f65-a66d-911e49413d9e&GUID=&SMAUTHREASON=0&METHOD=GET&SMAGENTNAME=-SM-VfBllSkkIKR6GkMEZgI2o6e2zk%2fxh2fc%2fe5E0N%2fN98H5LsZWkDhX%2fH618YU%2bV1pFG6Dqc8o%2buj7a7BOjbw3l3DbOwJLzWlX7IAOrlseiUBdD9DB45IS4xFtcl%2fRbqrug&TARGET=-SM-https%3a%2f%2fsams%2ecdc%2egov%2f

Troubleshooting Tips during LTC Enrollment

Common Errors/Question

Solution

| received a temporary enrollment number. What do | do?

Mandatery flelds marked with
NHSMN Facility Informatic
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AHA D
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CCM Effective Date":
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| Cotine |

After facility receives their temporary enrollment number, facilities may log-into
NHSN and complete the enrollment process.

1.  Log into SAMS

2. Onthe SAMS homepage click NHSN LTC Enrollment Application link
to go to NHSN Enrollment page

3. Click on the Enroll a Facility option

4.  Click “OK”

5. On Facility Contact Form please enter all required data and click the Not
Applicable button for AHA ID, CCN, and VA Station Code.

6. A new box will appear, titled Enroliment Number - Enter the provided
temporary enrollment number

7. Click Continue




Troubleshooting Tips during LTC Enrollment

Common Errors/Question

Solution

How do | add a user to my facility?

After facility enrollment is complete, the NHSN Facility Administrator may add
users to the account.

1. Log into SAMS

2. Select NHSN Reporting

3. On left-side Navigation Bar, select Users > Add to open selections
4. Complete the required fields and click “Save”

5. You will then be prompted to assign the new user rights

6. Click on “Save”

*Please check to ensure that you have made them an Active User.

(If they don’t have SAMS yet) Shortly after being added, they should receive an
email confirmation, also asking your new user to click on the corresponding link,
to agree to the Rules of Behavior. Once they agree to the Rules of Behavior, our
system gets prompted automatically to submit an invite to your user for SAMS.




Troubleshooting Tips during LTC Enrollment

Common Errors/Question Solution
| accidentally selected the wrong facility type After facility enrollment is complete, facilities may log-into NHSN and make edits to
when | enrolled my facility. facility information, if needed.

To edit Facility Type:

Log into SAMS

Select NHSN Reporting

On left-side Navigation Bar, select Facility to open selections

Select Facility Info

Under Facility Information, Facility Type, select type from drop-down menu

SANESIES A .

Don’t forget to click Update to save your edits




Troubleshooting Tips during LTC Enrollment

Common Errors/Question Solution

I’m not sure who to contact when | have issues or a Contact SAMS at sams-no-reply@cdc.gov for:
question.

* SAMS registration questions

* Check your SAMS specific registration status
* SAMS log in trouble

» Forgot your SAMS log in

* ldentify proofing questions or concerns

* Grid card status

Contact NHSN at nhsn@cdc.gov for:

* NHSN facility enrollment & reporting questions

* SAMS invitation requests

» User additions to an existing NHSN facility account
 Facility enrollment status

» Guidance for changing your email in NHSN or SAMS
» Facility administrator re-assignments

» NHSN application alerts



mailto:sams-no-reply@cdc.gov
mailto:nhsn@cdc.gov
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