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The National Committee on Vital and Health
Statistics (NCVHS) has advised the Secretary
of the U.S. Department of Health and Human
Services (HHS) on health information
matters for nearly 60 years. The NCVHS
Subcommittee on Privacy and Confidentiality
was formed in 1996 as the result of the
enactment of the Health Insurance Portability
and Accountability Act (HIPAA).!

Initially, the Privacy and Confidentiality
Subcommittee focused its efforts on
providing advice regarding the development,
enforcement, assessment, and modification of
the HIPAA Privacy Rule and it will continue
this role, as mandated by law.

Since 2005, however, it has turned much of
its attention to the privacy and confidentiality
considerations associated with the develop-
ment and operation of a Nationwide Health
Information Network (NHIN). This new
focus was created in part in response to a
request from the National Coordinator for
Health Information Technology.

NCVHS believes that the public has much to
gain from interoperable healthcare systems,
as long as appropriate privacy protections are
provided. NCVHS also believes that support
depends on public confidence and trust that
personal health information will be protected
from misuse and inappropriate disclosure.
Because the HIPAA Privacy Rule predates
substantive discussion regarding the estab-
lishment of the NHIN, many entities now
involved in collecting, storing, and exchang-
ing personal health information are not
covered by the Privacy Rule.

Introduction

The Committee’s extensive study of these
issues in recent years has led to three letter-
reports to the Secretary of Health and Human
Services proposing ways to enhance public
trust in, and public benefit from, the electron-
ic exchange of personal health information.
Taken together, these NCVHS letter-reports
advance a broad set of consistent privacy
principles that the Committee believes should
be built into the NHIN as it is developed, as
well as into future federal health information
privacy laws. The letter-reports are:

* Privacy and Confidentiality in the
Nationwide Health Information
Network (June 2006)

» Update to Privacy Laws and
Regulations Required to Accommodate
NHIN Data Sharing Practices (June
2007)

* Individual Control of Sensitive
Health Information Accessible via
the Nationwide Health Information
Network for Purposes of Treatment
(February 2008)

This monograph was created to make the
National Committee’s recommendations

on privacy, confidentiality, and the NHIN
available in a convenient format for all who
have an interest in understanding the consid-
erations related to the privacy and confiden-
tiality of personal health information within
the NHIN. The Committee continues to be
actively involved in studying privacy issues,
and will generate additional letters, reports,
and recommendations as needed in the future.

'The Subcommittee’s name was changed to the Subcommittee on Privacy and Security in May 2008.
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June 2006: A Broad Review of Privacy, Confidentiality, and the
Nationwide Health Information Network

The first National Committee on Vital and Health Statistics (NCVHS) letter-report
covered a wide range of topics that are central to safeguarding personal health informa-
tion in the Nationwide Health Information Network (NHIN). The Subcommittee on
Privacy and Confidentiality developed its analysis and recommendations through an
18-month process of learning and deliberation that included three hearings in various
locations across the United States, conference calls, public meetings, and thorough
discussions with the full National Committee.

The letter-report addressed the following topics:

* The role of individuals in making decisions about the use of their personal
health information;

 Policies for controlling disclosures across the NHIN;
» Regulatory issues such as jurisdiction and enforcement;
+ Use of information by nonhealth care entities; and

 Establishing and maintaining the public trust necessary to ensure the success of
the NHIN.

The letter-report called attention to concerns about electronic health records (EHRs)
and the NHIN that make it essential that HHS and other public and private entities
begin “immediate, substantial, and sustained efforts to establish and maintain public
trust in the NHIN.” It conveyed 26 recommendations in 10 areas: flexibility vs. unifor-
mity; participation; individual control; disclosure; jurisdiction, scope, and relationships
with other laws; procedures; enforcement; uses by third parties; relationship to the
HIPAA Privacy Rule; and establishing and maintaining public trust.
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l. Privacy and Confidentiality in the Nationwide
Health Information Network

June 22,2006

The Nationwide Health Information Network
(NHIN), on which the U.S. Department of
Health and Human Services (HHS) is taking
the lead, has the potential to enhance health
care quality, increase efficiency, and promote
public health. The NHIN also creates new
challenges to and opportunities for safeguard-
ing health privacy and confidentiality.

The National Committee on Vital and Health
Statistics (NCVHS) has carefully consid-
ered the implications of the NHIN for health
privacy and confidentiality. This report is
based on a series of five hearings in 2005
held by the NCVHS Subcommittee on
Privacy and Confidentiality. Three hearings
were held in Washington, and one each in
Chicago and San Francisco. Each hearing
focused on different individuals and groups
concerned about health information privacy
and confidentiality, including hospitals,
providers, payers, medical informatics
experts, ethicists, integrated health systems,
Regional Health Information Organizations
(RHIOs), and consumer and patient advocacy
groups. We also heard testimony from rep-
resentatives of nationwide health networks
in Australia, Canada, and Denmark. The
Subcommittee then held a series of meetings
open to the public and telephone conference
calls to discuss its findings and prepare a
report for the Committee to submit to HHS.

This report contains the following seven
sections: (A) Definitions; (B) The Importance
of Privacy and Confidentiality; (C) The Role
of Individuals; (D) Controlled Disclosure of
Personal Health Information; (E) Regulatory
Issues; (F) Secondary Uses of Personal
Health Information; and (G) Establishing and
Maintaining Public Trust.

One issue that often clouds discussions
regarding privacy is the difficulty of dif-
ferentiating among “privacy,” “confidential-
ity,” and “security.” These terms are often
used interchangeably and imprecisely. In
this report, we have adopted definitions from
the recent Institute of Medicine publication,
“Disposition of the Air Force Health Study”
(2006):

* Health information privacy is an in-
dividual’s right to control the acquisi-
tion, uses, or disclosures of his or her
identifiable health data.

» Confidentiality, which is closely
related, refers to the obligations of
those who receive information to
respect the privacy interests of those to
whom the data relate.

» Security 1s altogether different. It
refers to physical, technological, or
administrative safeguards or tools used
to protect identifiable health data from
unwarranted access or disclosure.



Although a discussion of the appropriate
security controls for the NHIN is beyond

the scope of this report, security must be
addressed for the NHIN to be successful. The
security of electronic health records (EHRs)
and the NHIN may be addressed in a future
report of NCVHS.

We use the term “personal health informa-
tion” rather than “protected health informa-
tion” because the latter is a term of art in the
Privacy Rule promulgated under the Health
Insurance Portability and Accountability
Act (HIPAA), and we want to use a term not
constrained by HIPAA coverage. The report
also uses the term “individual” rather than
“patient” in many places because not all
health care providers (e.g., pharmacists) have
a “provider-patient” relationship with the
individuals they serve.

B. The Importance of Privacy and
Confidentiality

Informational privacy is a core value of
American society. Public opinion surveys
consistently confirm the value of privacy to
the public. Many individuals believe that
there are certain matters that they do not
want to share widely, or at all, even with
friends, family members, or their physi-
cians. Similarly, many people are quite
concerned about the potential ramifications
if employers, insurers, and other third parties
have access to their personal information,
including personal health information.

Privacy and confidentiality are neither new
concepts, nor absolutes. Since the time of
Hippocrates, physicians have pledged to
maintain the secrecy of information they
learn about their patients, disclosing informa-
tion only with the authorization of the patient
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or when necessary to protect an overrid-
ing public interest, such as public health.
Comparable provisions are now contained
in the codes of ethics of virtually all health
professionals.

As a practical matter, it is often essential for
individuals to disclose sensitive, even poten-
tially embarrassing, information to a health
care provider to obtain appropriate care. Trust
in professional ethics and established health
privacy and confidentiality rules encourages
individuals to share information they would
not want publicly known. In addition, limits
on disclosure are designed to protect indi-
viduals from tangible and intangible harms
due to widespread availability of personal
health information. Individual trust in the
privacy and confidentiality of their personal
health information also promotes public
health, because individuals with potentially
contagious or communicable diseases are not
inhibited from seeking treatment.

One of the major weaknesses of the current
system of largely paper-based health records
is its incomplete and fragmented nature.
Ironically, this fragmentation has the unin-
tended consequence of preventing disclosure
of personal health information. Precisely
because comprehensive health information is
difficult to access, compile, use, and disclose,
some health information privacy and con-
fidentiality may be achieved by default.
Nevertheless, individuals pay dearly for this
indirect protection in terms of unavailability
of vital information in emergencies, difficulty
in maintaining continuity of care, adverse
health outcomes due to prescribing and other
errors, waste of health care resources, and
inability to compile aggregate data on health
measures and outcomes. Thus, there are
ample ethical, policy, and economic reasons
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for a shift to EHRs and an interoperable
network of EHRs, so long as there are rea-
sonable privacy and confidentiality measures.

People differ widely in their views regarding
privacy and confidentiality, and individual
opinions may be influenced by the indi-
vidual’s health condition as well as cultural,
religious, or other beliefs, traditions, or
practices. By providing individuals with
reasonable choices concerning the uses and
disclosures of their personal health informa-
tion, the health care system and society dem-
onstrate respect for persons. Furthermore,
limiting excessive and unnecessary disclo-
sure of personal health information helps to
prevent health-based discrimination.

In an age in which electronic transactions are
increasingly common and security lapses are
widely reported, public support for the NHIN
depends on public confidence and trust that
personal health information is protected. Any
system of personal health information collec-
tion, storage, retrieval, use, and dissemination
requires the utmost trust of the public. The
health care industry must commit to incor-
porating privacy and confidentiality protec-
tions so that they permeate the entire health
records system.

NCVHS recognizes the difficulty in
balancing the interests of privacy and
confidentiality against the health care,
economic, and societal benefits of the NHIN.
Nevertheless, individual and societal interests
are not necessarily inconsistent. There is a
strong societal interest in privacy and con-
fidentiality to promote the full candor on

the part of the individual needed for quality
health care. At the same time, individuals
have a strong interest in giving health profes-
sionals the ability to access their personal

health information to treat health condi-
tions and to safely and efficiently operate

the health care system. Both the society as a
whole and each individual have an interest in
improvements in public health, research, and
other uses of personal health information.

Throughout our hearings and in drafting this
report and recommendations, it became clear
to the members of NCVHS that devising

and establishing a NHIN involves difficult
tradeoffs. As the availability of personal
health information increases with new appli-
cations of technology, the utility of informa-
tion increases, but so does the risk to privacy
and confidentiality.

C.The Role of Individuals

The most difficult and contentious privacy
and confidentiality issues are those surround-
ing whether and how individuals should have
(1) choice over participation in the NHIN and
(2) ability to control access to the contents
of their health records accessible over the
NHIN.? Addressing these difficult issues

is further complicated because the specific
structure of the NHIN has yet to be deter-
mined. For example, will the NHIN include
storage of data, provide only the transport
mechanism for moving data from place to
place, or merely allow remote access to view
data over a network? Without knowing the
technical architecture or organizational plan
of the NHIN, it is difficult to know what it
means for an individual’s records to be “ac-
cessible through™ or “a part of” the NHIN.

% See the Committee’s February 2008 letter and recommendations on individual control, page 25.



Flexibility or uniformity?

Deciding on the appropriate level of individ-
ual control over personal health information
accessible via the NHIN involves balancing
important interests, such as the desire of
some individuals to be able to control their
personal health information and the need to
document accurately medical history and
treatment; the desire for a system that is
flexible and the need to avoid a system that is
too complicated; the desire to increase indi-
vidual choice, and the desire to reduce com-
plexity and the costs imposed on providers,
payers, and other stakeholders.

Satisfying the desire of those who wish to
promote individual choice and individual
control suggests an NHIN with great flex-
ibility. However, since there is a direct
relationship between flexibility and complex-
ity, too many choices could create a health
information system that is overly complex;
unwieldy to navigate; and needlessly
expensive to design, implement, or operate.
Too much flexibility might also result in
individuals inadvertently withholding infor-
mation necessary for appropriate treatment.
Incomplete personal health information could
jeopardize the improvement in individual and
population health outcomes that provide a
major justification for establishing the NHIN.

On the other hand, in an environment that
lacks the flexibility to accommodate a variety
of individual choices, privacy and confidenti-
ality protections would be ineffectual. In such
an environment, the public may be reluctant
to support the establishment of the NHIN.
Furthermore, individuals concerned about

a lack of privacy and confidentiality might
not disclose all relevant information to their
health care providers, and some individuals
might forego health care altogether.
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An initial issue is whether individuals should
have the right to continue having their
personal health information maintained only
on paper records. NCVHS heard testimony
on the issue from several witnesses. We
conclude that although individuals should
have reasonable control over the collection,
use, and disclosure of their personal health
information, the method by which their
personal health information is stored by their
health care providers should be left to the
health care providers. Increasingly, records
are being maintained in electronic form, and
inevitably, that practice will continue and
expand.

Recommendation on flexibility or

uniformity:

I-1. The method by which personal
health information is stored by health
care providers should be left to the
health care providers.
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Mandatory or voluntary participation?

The next issue to consider is whether par-
ticipation in the NHIN should be mandatory.
NCVHS believes that individuals should
have a choice about whether to participate

in the NHIN. Although we recognize that a
system of mandatory participation would be
easier, less costly, and more comprehensive,
the Committee believes that these expected
benefits do not justify the burden on individ-
ual privacy and confidentiality. In addition to
the likely loss of political support if participa-
tion were mandatory, a loss of public health
benefits is possible should individuals forego
medical care because of privacy concerns.
Accordingly, health care providers should not
be able to condition treatment on individuals
agreeing to have their health records acces-
sible via the NHIN.

There are two basic approaches for giving in-
dividuals the choice of whether to have their
personal health records accessible via the
NHIN: opt-out and opt-in. Under the opt-out
approach, an individual’s personal health
information is presumed to be available

to authorized persons via the NHIN, but

any individual may elect not to participate.
The advantages of this approach are that

it may be easier, less costly, and result in
greater participation in the NHIN. The other
approach, opt-in, requires that health care
providers obtain the explicit permission of
individuals before allowing their informa-
tion to be available via the NHIN. Without
this permission, an individual’s personal
health information would not be accessible
via the NHIN. The opt-in approach increases
individual autonomy, but is more administra-
tively burdensome and may result in fewer

individuals participating in the NHIN. While
NCVHS supports the principle of choice,
we were unable to agree whether to endorse
an approach as to how individuals should
exercise this choice.

Under either approach, however, under-
standable and culturally sensitive informa-
tion and education are needed to ensure

that individuals realize the implications of
electing or declining to participate. An indi-
vidual’s decision about participating in the
NHIN should be the knowing exercise of an
important right and not just another paper to
sign to obtain health care.
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Recommendations on mandatory
or voluntary participation:

I-2.

Individuals should have the right to
decide whether they want to have
their personally identifiable electronic
health records accessible via the
NHIN. This recommendation is not
intended to disturb traditional prin-
ciples of public health reporting or
other established legal requirements
that might or might not be achieved
via NHIN.

Providers should not be able to condi-
tion treatment on an individual’s
agreement to have his or her health
records accessible via the NHIN.

HHS should monitor the development
of opt-in or opt-out approaches;
consider local, regional, and provider
variations, collect evidence on the
health, economic, social, and other
implications; and continue to evaluate
in an open, transparent, and public
process, whether a national policy on
opt-in or opt-out is appropriate.

HHS should require that individuals
be provided with understandable and
culturally sensitive information and
education to ensure that they real-
ize the implications of their decisions
as to whether to participate in the
NHIN.

The nature of individual control

Once an individual elects to make his or her
information accessible via the NHIN, the next
question is whether the individual should
have the right to control access to specific
portions of his or her record disclosed via

the NHIN and, if so, the specifics of that
right. NCVHS grappled with the question of
whether the same rules regarding individuals’
rights to control access to their health records
accessible via the NHIN should also apply to
the source of those health records originat-
ing with the health care provider. Although in
the following text we describe the arguments
that NCVHS heard on this matter during our
hearings, NCVHS does not take a position on
this issue. Nevertheless, we believe that this
issue might become increasingly important.

Proponents of the view that individu-

als should not be permitted to control the
contents of their health records raise three
main arguments. First, they assert that such
a policy is essential to maintain the integrity
of the contents of the individual’s health
record. Current standard health informa-
tion practices, some state laws, and widely
adopted health professional standards require
that any changes to the contents of a health
record must be made through an amendment
process and not by removing or deleting any
information in the original record. Second,
giving individuals the right to limit access to
certain portions of their health record may
interfere with the ability of their providers
to make appropriately informed decisions.
The concern is that individuals may not have
the knowledge to discern what information
in their health record can be blocked from
access without affecting important decisions
regarding their care. Third, NCVHS heard
testimony from some health care providers
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who were concerned about possible mal-
practice liability stemming from errors in
health care caused by accessing incomplete
or filtered personal health information via the
NHIN.

On the other hand, there are three main
arguments in favor of granting individuals
broader rights to control disclosure of their
health records via the NHIN. First, propo-
nents of this view assert that many health
records contain sensitive, old information that
is not relevant to a current clinical decision.
Today, this information is often not available
to all health care providers because of the
fragmented nature of the health records
system. However, under a functioning NHIN,
sensitive, potentially embarrassing informa-
tion would remain accessible indefinitely,
possibly leading to stigma, humiliation, or
even discrimination. This argument holds that
a new health records system should not afford
less protection for privacy and confidential-
ity than is presently afforded indirectly by

the current, fragmented, largely paper-based
system.

In line with the tradition of a patient’s right to
control what treatments to accept or refuse,
advocates of this position believe that in-
dividuals should have the right to withhold
information, even if it may result in bad
outcomes. Second, individuals with sensitive
medical conditions, such as substance abuse,
mental illness, and sexually transmitted
diseases, may be reluctant to seek treatment if
they cannot be assured of controlling access
to their personal health information. Thus,
the argument is that individuals might forego
treatment, thereby endangering their own

or even the public’s health. Third, NCVHS
heard testimony that so long as health care
providers have ready access to a standard

set of essential information, such as current
diagnoses, medications, allergies, and im-
munizations, emergency care can be rendered
adequately and additional personal health in-
formation or permission to access additional
personal health information can be obtained
from the individual.

The degree of individual control

If individuals are given the right to control
access to the contents of their health records,
the next question is what degree of control
should they have? Should they have the
right to prevent access to any element in the
record or only some elements? On the one
hand, giving individuals unlimited control

is one way to empower them. On the other
hand, if individuals had unfettered control,
health care providers would likely place less
confidence in the accuracy and completeness
of the records. A foreseeable result might be
that instead of reducing duplication of effort,
the new health record system could require
every provider to obtain a new history and
new individual information. Furthermore,
most individuals would lack the expertise to
determine which parts of their health record
were relevant to current clinical decisions and
would risk inadvertently excluding informa-
tion to the detriment of their own health. For
these reasons, if individuals are given the
right to control access to their records, the
right should be limited.



Methods of individual control

There are various ways in which individuals’
rights to control access to their health records
could be limited. For example, they could

be based on the age of the personal health
information (e.g., access could be denied
only to records over 10 years old), they
could be based on the nature of the condition
or treatment (e.g., substance abuse, mental
illness, reproductive health), and they could
be limited by provider type or provider name.
In developing a strategy for deciding to what
type of information individuals should be
permitted to limit access, it is important to
consult with health care providers and patient
advocates, including those representing cul-
turally diverse populations.

Possible ways of affording individuals the
right to control access to certain aspects of
their health records include the following
three proposals, none of which are neces-
sarily endorsed by NCVHS: (1) the entire
records of a particular provider (e.g., psy-
chiatrist) or a class of providers could be
kept outside of the NHIN; (2) some parts

of a health record could be blocked from
access; or (3) some elements of a health
record could be deleted altogether from the
EHR. Blocking means that the information
would still exist, but it will not be seen by
health care providers looking at the record
unless a provision for overriding blocked
information (e.g., in emergencies) or granting
certain providers access rights (e.g., allowing
only mental health providers to see mental
health information) is built into the system.
Clinical decision support, however, might be
programmed to advise health care providers
that, for example, the individual had a prior
adverse reaction to a certain class of drugs.
Blocked information also could be made

10
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available for statistical analyses, data aggre-
gation, quality assurance, and other purposes
in deidentified form. If a blocking approach
were to be pursued, additional feasibility
analyses would be necessary. Deletion carries
with it the problems outlined in III C.

NCVHS heard testimony from experts about
the Australian, British, Canadian, and Danish
health systems that grant individuals the right
to block access to certain information. The
Deputy Manager of the Danish Centre for
Health Telematics testified that in Denmark,
this right was rarely exercised, but individu-
als highly valued having this right. He further
testified that he was not aware of any com-
plaints by physicians about this arrangement.
However, cultural, social, legal, or scalability
differences may make the Danish experience
inapposite.

Recommendations on individual
control:

I-6. HHS should assess the desirability
and feasibility of allowing individu-
als to control access to the specific
content of their health records via the
NHIN, and, if so, by what appropriate
means. Decisions about whether in-
dividuals should have this right should
be based on an open, transparent,
and public process.

If individuals are given the right to
control access to the specific content
of their health records via the NHIN,
the right should be limited, such as by
being based on the age of the infor-
mation, the nature of the condition or
treatment, or the type of provider.
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D. Controlled Disclosure of Personal
Health Information

Modern health care is often provided in large
institutions with hundreds of employees

in dozens of job categories. Not all of the
individuals who need access to personal
health information need the same level or
kind of information. For example, dieticians
and health claims processors do not need
access to complete health records whereas
treating physicians generally do. Protecting
the confidentiality of personal health infor-
mation in such settings requires institutions
to establish different access rules depending
on employees’ responsibilities and their need
to know the information to carry out their
role. The HIPAA Privacy Rule includes a
provision requiring that only the “minimum
necessary” protected health information

be included for disclosures other than for
treatment, to the subject individual, pursuant
to that individual’s authorization, or where
required by law. This minimum necessary
standard encompasses role-based access.
The principle of “role based access criteria”
and the related concept of data classification
have already been successfully embodied in
the EHR architectures of several large health
care organizations and health care systems.
We support this principle and believe that

it should be a standard for EHRs. We also
believe that role based access criteria should
be applied to the use and sharing of personal
in the NHIN.

Another principle of controlled access applies
to the non-medical uses of personal health
information. Each year, as a condition of
applying for employment, insurance, loans,
and other programs, millions of individuals
are compelled to sign authorizations permit-
ting employers, insurers, banks, and others to

11

access their personal health information for
non-medical purposes. These authorizations
are nominally voluntary; individuals are not
required to sign them, but if they do not, they
will not be considered for the particular job,
insurance policy, loan, or benefit. In addition,
for most of these authorizations, no limits

are placed on the scope of the information
disclosed or the duration of the authoriza-
tion. For example, after a conditional offer of
employment, the Americans with Disabilities
Act does not prohibit employers from
requiring that individuals sign an authoriza-
tion to release all of their health records, re-
gardless of whether the information disclosed
has any relevance to the position for which
the individual is under consideration.

An EHR system creates greater risks to confi-
dentiality because the comprehensive disclo-
sures might include much more information
than is necessary to the particular decision

at hand. At the same time, conversion to
EHRs creates an unprecedented opportunity
to protect confidentiality. At present, it may
not be practicable to search a paper record
system to disclose only a certain category of
personal. Thus, personal disclosed through
compelled authorizations today is routinely
overbroad, even where a narrower request

is made. Conversion from paper records to
EHRs could greatly enhance the confidential-
ity of personal health information and resolve
the problem of excessive disclosures pursuant
to authorizations. Contextual access criteria
could be developed and integrated into the
architecture of EHRs and the NHIN to permit
disclosure of only the information needed by
the user. For example, applying such technol-
ogy, employers would only get information
relevant to a particular job classification,

and life insurers would only get information
relevant to mortality risk. As a result, only
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personal relevant to its intended use would be

disclosed pursuant to an authorization. Recommendations on disclosure:

I-8. Role-based access should be employed
Developing the methodologies for these as a means to limit the personal health
proposals will be complex and must information accessible via the NHIN
involve collaboration by various stakehold- and its components.
ers. The failure to incorporate contextual I-9. HHS should investigate the feasibility
access criteria into the design of the NHIN, of applying contextual access crite-
however, would have significant negative ria to EHRs and the NHIN, enabling
consequences, because this failure would personal information disclosed beyond
impede the ability to limit unnecessary dis- the health care setting on the basis of
closures of irrelevant, sensitive personal to an authorization to be limited to the
third parties. Despite our certainty that con- information reasonably necessary to
textual access criteria are essential to protect- achieve the purpose of the disclosure.
ing confidentiality in the NHIN, the NCHVS I-10. HHS should support research and
has been unable to identify any public or technology to develop contextual ac-
private research or pilot projects to develop cess criteria appropriate for application
this technology. to EHRs and inclusion in the architec-

ture of the NHIN.

I-11. HHS should convene or support ef-
forts to convene a diversity of inter-
ested parties to design, define, and
develop role-based access criteria and
contextual access criteria appropriate
for application to EHRs and the NHIN.

12
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The NHIN will require a series of regula-
tory measures to implement privacy and
confidentiality protections. These measures
fall into the categories of jurisdiction and
relationship with other laws, procedures, and
enforcement.

Jurisdiction, scope, and relationship with
other laws

Several witnesses testified about the
confusion, difficulty, and expense of
complying with the HIPAA Privacy Rule
along with numerous health privacy laws
enacted by the states. Conflicts among the
various sources of health privacy regula-
tion would likely be even more pronounced
with the NHIN. For example, what law
would apply to an individual’s health
records created in states A and B, stored

by or accessed through a RHIO in state C,
disclosed to an entity in state D for use in
state E? A single national standard would
facilitate compliance, but the price of uni-
formity would be a loss in flexibility and the
ability of the states to implement policies that
reflect local conditions and values. NCVHS
is aware that HHS has awarded a contract to
the National Governors Association to study
the variety of state laws regarding personal
health information, and we look forward to
the results of that effort. In the meantime,
HHS should explore ways to preserve some
degree of state variation without losing
technical interoperability and essential pro-
tections for privacy and confidentiality.

Some of the privacy and confidentiality
measures discussed in this report may be
inconsistent with certain provisions of the
HIPAA Privacy Rule. For example, under
the Privacy Rule, individuals have a right to

13

request amendments to their health records,
but covered entities may refuse the request.
In this report, we note that one option is to
give individuals a right to exclude or block
information contained in their EHR from
being accessed via the NHIN. Adoption of
this approach would require amendment

of the Privacy Rule. In addition, the rules
governing the NHIN need to be harmonized
with other relevant federal regulations,
including those applicable to substance abuse
treatment records.

The purpose of the administrative simpli-
fication title of HIPAA was to regulate the
process of submitting health care claims.
Thus, the HIPAA Privacy Rule was designed
to apply only to the covered entities involved
in claims processing—health care providers,
health plans, and health clearinghouses.
Under the HIPAA Privacy Rule, protected
health information may lose its protection
after it travels from a covered entity to a
noncovered entity. By contrast, the NHIN is
designed to develop an interoperable infra-
structure for coordinated, secure, personal
exchange. The NHIN has a much broader
scope and therefore, privacy and confidenti-
ality rules must apply more broadly than is
currently the case under the HIPAA

Privacy Rule.



Recommendations on jurisdiction,
scope, and relationships with other
laws:

I-12. HHS should work with other federal
agencies and the Congress to ensure
that privacy and confidentiality rules
apply to all individuals and entities that
create, compile, store, transmit, or use
personal health information in any
form and in any setting, including em-
ployers, insurers, financial institutions,
commercial data providers, application
service providers, and schools.?

I-13. HHS should explore ways to pre-
serve some degree of state variation
in health privacy law without losing
systemic interoperability and essential
protections for privacy and

confidentiality.

I-14. HHS should harmonize the rules
governing the NHIN with the HIPAA
Privacy Rule, as well as other relevant
federal regulations, including those
regulating substance abuse
treatment records.

The NHIN would create a structure for dis-
closing sensitive information that previously
was primarily controlled locally by health
care professionals and health care administra-
tors. Because the NHIN would represent a
substantial change from current health in-
formation practices, the process of creating,
implementing, and administering the NHIN
must be open and transparent. HHS should
encourage the input and participation of a
broad cross-section of the population. The
creation of the American Health Information
Community (AHIC) is a valuable step in this
direction. NCVHS will, in open and public

Recommendations on Privacy and Confidentiality, 20062008

sessions this summer, be reviewing an initial
set of functional requirements for NHIN ser-
vices.* However, to ensure success, there is a
continued need for regular, meaningful par-
ticipation in the design and implementation
of the NHIN by organizations, groups, and
individuals affected by its creation. This par-
ticipation must include members of medically
vulnerable and minority populations.

Fair information practices should be incorpo-
rated into the NHIN. Some examples include
the right to see an accounting of disclosures
of one’s record, the right to correct errors,
and the right to a procedure for redress—
investigation and resolution of complaints
filed by individuals. An important informa-
tion practice that has received significant
attention in the press in the last year is how
the system responds to incidents of unau-
thorized access to identifiable information,
and whether the subjects of the unauthorized
disclosure should be notified when the breach
is discovered. That issue is very important

to establishing the trust in the system, but
NCVHS has decided not to address the issue
now, so that the specifics can be addressed in
a separate letter dealing with security issues
more broadly.

Recommendations on procedures:

I-15. HHS should incorporate fair informa-
tion practices into the architecture of
the NHIN.

I-16. HHS should use an open, transparent,
and public process for developing the
rules applicable to the NHIN, and it
should solicit the active participation of
affected individuals, groups, and orga-
nizations, including medically vulner-
able and minority populations.

3 See the Committee’s June 2007 letter on Recommendation 12 (page 21).
4 NCVHS Functional Requirements recommendation—http://www.ncvhs.hhs.gov/0610301t.pdf.
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Enforcement

Several witnesses testified that strong en-
forcement and meaningful penalties are
essential to deter wrongdoing and to assure
the public that breaches of privacy, confi-
dentiality, or security are taken seriously and
will be dealt with aggressively. We believe
that appropriate civil and criminal sanctions
should be imposed on individuals and entities
responsible for the violation of confidenti-
ality and security provisions of EHRs and

the NHIN. Under the HIPAA Privacy Rule,
enforcement is in the hands of the Secretary,
and an individual who is aggrieved must

file a complaint with the Department to
obtain relief under federal law. There is no
private right of action. The Office for Civil
Rights attempts to resolve those problems
that lead to complaints directly with the
covered entities, and we applaud the focus

on improving the protections at the covered
entity level. Nonetheless, prospective,
general improvements by a covered entity
often do not satisfy the individual who makes
the complaint nor reassure the public that the
law is being enforced adequately. A commit-
ment to aggressive enforcement on the part of
federal regulators is necessary to ensure the
adoption and success of the NHIN.

There are many choices as to enforcement
mechanisms that might be appropriate for the
NHIN, including civil fines, revocation of
licenses, withdrawal of membership rights,
suspension or termination from participation
in Medicare or Medicaid, payment of restitu-
tion, private rights of action, and criminal
sanctions. These enforcement mechanisms
might be imposed by legislation, regula-

tion, contractual agreements, self-regulatory
authorities, certifying or licensing boards, or
other approaches. In the special case of unau-

thorized uses or disclosures in foreign juris-
dictions, additional enforcement mechanisms
might include international agreements on
the protection of personal health information
transmitted across national boundaries, limi-
tations on the transmission of such informa-
tion outside of the United States, or special
licensing and registration requirements for
foreign business associates. The success of
the NHIN will depend on finding an appro-
priate suite of measures that produces high
levels of compliance on the part of the custo-
dians of individually identifiable information,
but does not impose a level of complexity or
cost that discourages investment.

NCVHS believes that, to date, the focus of
the Department has been largely on devel-
oping infrastructure and generating invest-
ment. While both are critical, the Department
should not neglect the policies and proce-
dures that will control creation, collection,
maintenance, use, disclosure, and eventual
disposition of the information. A high level of
enforcement is necessary to establish public
confidence that privacy and confidential-

ity are properly protected. The NHIN also
requires the widespread belief that its system
of redress is responsive and fair. These
policies cannot be created after the network is
in place—by then it will be too late to impose
new policies on an existing infrastructure.
The policies must be built into the architec-
ture from the beginning.

Among the enforcement principles for
inclusion in the NHIN are the following: a
wide range of penalties and sanctions should
be available; penalties should be progres-
sive, with the most severe ones for willful
and knowing violations, repeat offenders,

or egregious wrongs; individuals should be
entitled to some remedy for unlawful dis-



closures, including compensation for actual
harm; establishing a new, federal private right
of action should be avoided; and alternative
dispute resolution should be encouraged.

Recommendations on enforcement:

I-17.HHS should develop a set of strong
enforcement measures that produces
high levels of compliance with the
rules applicable to the NHIN on the
part of custodians of personal health
information, but does not impose an
excessive level of complexity or cost.

1-18. HHS should ensure that policies re-
quiring a high level of compliance are
built into the architecture of the NHIN.

I-19. HHS should adopt a rule providing
that continued participation in the
NHIN by an organization is contingent
on compliance with the NHIN's pri-
vacy, confidentiality, and security rules.

1-20. HHS should ensure that appropriate
penalties be imposed for egregious
privacy, confidentiality, or security viola-
tions committed by any individual or
entity.

I-21. HHS should seek to ensure through
legislative, regulatory, or other means
that individuals whose privacy, confi-
dentiality, or security is breached are
entitled to reasonable compensation.

Recommendations on Privacy and Confidentiality, 20062008

Many individuals are concerned about the
disclosure of their confidential personal
health information because of possible em-
barrassment, emotional distress, and stigma.
They are also concerned about more tangible
harms, such as the inability to obtain employ-
ment, mortgages and other loans, or various
forms of insurance. Measures to protect the
security of personal health information from
unauthorized access and to protect the con-
fidentiality of disclosures through fair infor-
mation practices are extremely important.
Nonetheless, these measures will only have
a limited effect in addressing the public’s
primary concern about health “privacy”—
the use of personal health information

to adversely affect individuals’ personal,
financial and professional rights, interests,
and opportunities.

Limitation on uses by third parties

In Section D, we discussed the importance

of building into the architecture of the NHIN
the capacity to use contextual access criteria
to limit the scope of personal health informa-
tion when disclosure is made to third parties
pursuant to an authorization. The ability of
holders of personal health information to limit
disclosures to relevant information solves
only part of the problem. Third party users of
personal health information should be restrict-
ed to requiring authorization only for relevant
personal health information. Furthermore,

any personal health information obtained

by a third party in a context outside of the
healthcare system should not be used unfairly
to adversely affect an individual’s personal,
financial, or professional rights, interests, or
opportunities.

>See NCVHS, Enhancing Protections for Uses of Health Data: A Stewardship Framework. Full report, December 2007,

Summary for Policy Makers. April 2008.
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All of these elements are essential to mean-
ingful protection of individual privacy.
Without information technology capable

of protecting information from inappropri-
ate disclosures, restricting access or use by
third parties will be meaningless and without
practical effect. At the same time, without ap-
propriate restrictions to prevent third parties
from obtaining or using personal health
information in a context incompatible with
individuals’ expectations of appropriate use
of their personal health information, third
parties could evade the contextual access
criteria of EHRs and the NHIN by simply
demanding that individuals provide copies of
records at the time of application for employ-
ment, loans, or insurance. Undoubtedly, the
more often personal health information is
available in a context outside of healthcare
delivery, the more likely individuals will be
unfairly discriminated against. NCVHS urges
the Secretary to pursue legislative or regula-
tory measures designed to eliminate or reduce
as much as possible the potential discrimina-
tory effects of personal health information
disclosures beyond health care.

Recommendation on uses by third
parties:

I-22. HHS should support legislative or
regulatory measures to eliminate or
reduce as much as possible the po-
tential harmful discriminatory effects
of personal health information
disclosure.

Relationship to the HIPAA Privacy Rule

More effective control of personal health
information will require reconsideration of
several key provisions of the HIPAA Privacy
Rule. For example, under the current Privacy
Rule, covered entities have limited responsi-
bilities and limited recourse in oversight of
the privacy and confidentiality procedures

of business associates. When the Privacy
Rule was promulgated, HHS recognized the
business associate relationship and imposed
some limitations to protect the privacy of
financial transactions, but the current rule

is inadequate to deal with relationships in
which personal health information is shared
directly between covered entities and their
business associates. If the Privacy Rule is not
amended, the new system of EHRs and the
NHIN would permit domestic and overseas
business associates to be able to obtain much
more personal health information without
any more oversight. Indeed, in the case of
overseas associateships, which are increasing
in the commercial marketplace, understand-
ing or controlling the use of information may
be particularly difficult.

Another area of concern involves the re-
disclosure of personal health information
obtained by third parties pursuant to an autho-
rization. Once information has been obtained
by the commercial entity, it is not protected
by the Privacy Rule. These and similar issues
have been addressed in prior recommenda-
tions by NCVHS,* and the more comprehen-
sive disclosures via the NHIN make action on
these recommendations imperative.

¢ See NCVHS September 2004 letter on effect of the Privacy Rule—http://www.ncvhs.hhs.gov/0409011t1.htm.
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The HIPAA Privacy Rule was based on a
“chain of trust” model, permitting informa-
tion to flow freely among those involved
directly in treatment, payment, or health care
operations. However, an interoperable in-
formation sharing environment for personal
health information will increase the amount
of information that can flow to parties not
originally contemplated by the Privacy
Rule, that is, those outside of the realm of
treatment, payment, and health care opera-
tions. As information flows away from the
people and organizations that collect and
use it for its primary purpose, health care
delivery, it becomes increasingly difficult to
understand or control how it is being used
for secondary or even tertiary purposes.
Therefore, before moving to the NHIN, it is
essential to tighten the gaps in the Privacy
Rule that permit information to leak and to
adopt a more comprehensive privacy protec-
tion regime.

Recommendation on relationship to
the HIPAA Privacy Rule:

I-23. NCVHS endorses strong enforcement
of the HIPAA Privacy Rule with regard
to business associates, and, if neces-
sary, HHS should amend the Rule to
increase the responsibility of covered
entities to control the privacy, con-
fidentiality, and security practices of
business associates.

18
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G. Establishing and Maintaining
Public Trust

NCVHS heard testimony that Americans

are unsure whether the benefits of an NHIN
outweigh the privacy risks, concerned about
security of their information, and lacking in
confidence about federal regulation. NCVHS
observed that members of the public lack
knowledge and understanding about what
records exist about them, how they are used
and shared, and what rules apply. There are
also few opportunities for public participation
in developing national health information
policy. Consequently, public trust is lacking
as we develop the NHIN.

The public concerns about EHRs and the
NHIN make it essential that HHS and other
public and private entities begin immediate,
substantial, and sustained efforts to establish
and maintain public trust in the NHIN.
Maintaining a high level of public trust must
be a key consideration of all associated with
developing the NHIN. HHS must pursue
three simultaneous courses to succeed at this
goal. First, HHS must ensure that individuals
understand what they stand to gain with the
advent of the NHIN, and receive a fair as-
sessment of the risks. At a time when media
reports are much more likely to focus on rare
security breaches than the everyday health
benefits of EHRs, a major effort in public
and professional education is essential. The
NHIN cannot be imposed on the public; the
public must be informed about the NHIN’s
weaknesses and strengths, risks and benefits,
and become convinced of its merits.

What will convince the public? NCVHS finds
that the one benefit that will win over public
support is better health care. If we expect in-
dividuals to support an interoperable network
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that permits quick and easy data sharing, the
indispensable requisite must be a measur-
able improvement in the quality of individual
care. During our hearings on the NHIN, one
witness suggested that for its first 5 years of
operation, the NHIN should be used exclu-
sively for patient care, and only after public
trust in the system is established would the
system be available for quality assurance,
outcomes research, syndromic surveil-

lance, and other purposes. Some have even
suggested that individual health care is so
important that it should be the only purpose
for which information can ever be used.
These suggestions make it clear that the indi-
vidual health care benefits of the NHIN must
be the top priority of developers, and must be
the centerpiece of public education programs.
Individuals are typically willing to disclose
information and absorb some risk to privacy
if they get some direct personal benefit in
return, but general improvements in quality
assurance, outcomes research, decision
support, and public health, or other diffuse
societal benefits, are unlikely to persuade
individuals to undertake the personal risk

of making their own information health
available over the NHIN. The focus of the
NHIN developers and any public education
efforts must be on direct, individual benefits
and improving individual care.

Second, meaningful input and participa-

tion will help improve understanding of the
system and increase the public’s level of
comfort that the NHIN’s benefits outweigh its
risks. We have previously indicated the im-
portance of public participation in the design,
functioning, and oversight of the NHIN. We
also stressed the importance of carefully
crafted regulatory procedures and enforce-
ment authority. These “substantive” measures
will help to instill public confidence in the

operation of the system. In addition, AHIC
and other groups should take special care in
ensuring that the public is thoroughly and
thoughtfully engaged in the development and
oversight of the NHIN.

Third, HHS must establish an ongoing
program of measuring and assessing the ef-
fectiveness of the privacy and confidentiality
protections of the NHIN and the level of in-
dividual understanding and public confidence
in those protections. NCVHS believes that
the NHIN will have greater credibility, and
public trust will be enhanced if this research,
at least initially, is undertaken by independent
investigators who are contractors or grantees
of HHS than if the review is performed inter-
nally by HHS.

Recommendations on establishing
and maintaining public trust:

1-24. Public and professional education
should be a top priority for HHS and
all other entities of the NHIN.

1-25. Meaningful numbers of consumers
should be appointed to serve on all
national, regional, and local boards
governing the NHIN.

I-26. HHS should establish and support
ongoing research to assess the effec-
tiveness and public confidence in the
privacy, confidentiality, and security of
the NHIN and its components.




Recommendations on Privacy and Confidentiality, 2006—2008

June 2007: A Call for a More Comprehensive Federal Privacy Law

Following the June 2006 letter-report, the Subcommittee on Privacy and
Confidentiality held three hearings to learn about the health privacy practices
of entities that make significant use of health information but are not covered
by the HIPAA Privacy Rule.

The testimony in these hearings reinforced the Committee’s conviction that
all entities that deal with personally identifiable health information should
be covered by some federal privacy law. With that standard in mind, the
Subcommittee identified the following issues:

* Many entities that may play key roles in the NHIN (e.g., those respon-
sible for data storage or transit) may fall outside HIPAA’s statutory
definition of covered entity and also may not qualify as clearing-
houses or have entered into business associate agreements.

* A significant number of everyday providers of health care and
health-related services are not covered by HIPAA. This includes (1)
providers that do not submit claims for payment in electronic form;
(2) providers that are directly paid by their customers or another
party (e.g., massage therapists, nutritional counselors, and urgent care
facilities); and (3) providers that create records covered by the Family
Educational Rights and Privacy Act (FERPA), who are excluded from
the HIPAA definition of protected health information.
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II. Update to Privacy Laws and Regulations Required to Accommodate
Nationwide Health Information Network Data Sharing Practices

Il. Update to Privacy Laws and Regulations
Required To Accommodate Nationwide Health
Information Network Data Sharing Practices

June 21,2007

The present communication follows up on
the National Committee’s June 22, 2006,
letter report, Privacy and Confidentiality in
the Nationwide Health Information Network.
Among the 26 recommendations was the
following:

I-12. HHS should work with other federal
agencies and the Congress to ensure
that privacy and confidentiality rules
apply to all individuals and entities that
create, compile, store, transmit, or use
personal health information in any
form and in any setting, including em-
ployers, insurers, financial institutions,
commercial data providers, application
service providers, and schools.

NCVHS held a series of three hearings in
2006-2007 to learn more about the health
privacy practices of entities that make sig-
nificant use of health information in their
day-to-day operations but are not covered

by the Health Insurance Portability and
Accountability Act (HIPAA). At the first two
hearings, we heard from representatives of
life insurers, insurance regulators, human
resource professionals, occupational health
physicians, financial institutions, primary and
secondary schools, and colleges. The third
hearing focused on health care providers and
other entities in the health industry that are
not covered by the HIPAA privacy rule. We
inquired about the degree to which they are
regulated by other federal or state laws and
the possible effects that federal health privacy
coverage would have on their operations.
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What we learned from the testimony strongly
reinforces our conviction that all entities that
deal with personally identifiable health infor-
mation should be covered by some federal
privacy law. NCVHS would like to share
some additional observations in support of
our earlier recommendation with respect to
this last group of noncovered entities, those
operating in the health care arena.

A significant concern is that many of the
new entities essential to the operation of the
Nationwide Health Information Network
(NHIN) fall outside HIPAA’s statutory defini-
tion of “covered entity.” Health information
exchanges, regional health information orga-
nizations, record locator services, community
access services, system integrators, medical
record banks, and other new entities estab-
lished to manage health information have
proliferated in recent years. While some of
these entities may be business associates
under the Privacy Rule, and thus obligated
by contractual agreements with covered
entities to maintain similar standards, others
may not be business associates. Moreover,

it is the view of NCVHS that business
associate arrangements are not sufficiently
robust to protect the privacy and security of
all individually identifiable health informa-
tion. Business associates are subject only to
contract claims brought by the covered entity
and not to enforcement actions by HHS or
the Department of Justice. The health infor-
mation technology community is moving
quickly in response to the Department’s
efforts on the NHIN, but our hearings have
revealed that, even today, numerous



individually identifiable health records are
not subject to federal privacy and security
protections. This remarkable fact underscores
our view that all individually identifiable
health information created, collected, stored,
or transmitted should enjoy the protections of
a federal privacy standard.

In addition to new entities that manage
health information, mentioned previously,
NCVHS also heard from representatives

of noncovered healthcare providers: the
National Athletic Trainers’ Association, the
International Medical Spa Association, a
large employer participating in a multi-
employer personal health record system, a
health record bank organization, and a home
testing laboratory. We also heard from legal
experts who addressed various issues associ-
ated with these entities, such as the status of
medical practices that operate on a cash only
basis and the disposition of the health records
of entities that enter into bankruptcy.

Based on the testimony we heard, we

now understand that a significant number

of everyday providers of health care and
health-related services are not covered by

the HIPAA privacy and security rules. These
entities fall into two categories. In the first
category are entities that do not submit claims
for payment in electronic form. These entities
are not covered because the definition of a
covered provider is connected to the original
purpose of HIPAA—administrative simpli-
fication of the processing of claims. Since
these entities do not submit claims or bill
health plans electronically, they fall outside
the definition and are not covered. Among the
health care providers not covered by HIPAA
are entities that are directly paid by their
customers or another party, such as some of
the following providers: cosmetic medicine
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services, occupational health clinics, fitness
clubs, home testing laboratories, massage
therapists, nutritional counselors, “alterna-
tive” medicine practitioners, and urgent care
facilities.

In the second category are providers that
create records covered by the Family
Educational Rights and Privacy Act
(FERPA), which are explicitly excluded from
the definition of “protected health informa-
tion” in the HIPAA Privacy Rule. FERPA,
which is overseen by the Department of
Education, protects records of students in
schools that receive Department of Education
funds. Thus, most health records created

and maintained by school clinics falls under
FERPA rather than HIPAA. However, some
schools are not covered by either law. Some
providers, such as athletic trainers working
in scholastic athletic programs, or college
student health services that submit electronic
insurance claims, have reported confusion as
to whether they are subject to HIPAA or to
FERPA. Today, under separate cover, we are
also sending a letter addressing this matter.’

The HIPAA privacy and security rules were
designed to set minimum, uniform protec-
tions for identifiable health information
across the nation. Providers of health care
and related services not subject to HIPAA
may also not be subject to any other state or
federal privacy law. This means they may be
free to engage in a wide range of practices
otherwise not permitted under HIPAA. For
example, noncovered entities are not required
to provide notices to individuals about their
privacy practices, train their staffs about
privacy and confidentiality, institute physical
controls on the storage or use of health
records, protect electronic transmissions of
health information, maintain an accounting

7 See the June 21, 2007, NCVHS letter on “Improving the interaction of FERPA and the HIPAA Privacy Rule with

regard to school health records,” posted on the NCVHS website.
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of disclosures, or require an authorization
before redisclosing health information to
other noncovered entities. These entities may
even sell personal health information without
authorization for the purpose of marketing

or other purposes that consumers may find
objectionable.

Recommendation on ensuring
comprehensive privacy protections:

II-1. HHS and the Congress should move
expeditiously to establish laws and
regulations that will ensure that all
entities that create, compile, store,
transmit, or use personally identifiable
health information are covered by a
federal privacy law. This is necessary to
assure the public that the NHIN, and
all of its components, are deserving of

their trust.

In the context of the NHIN, it will be easier
to design health information products and
services with knowledge of privacy require-
ments than to retrofit them to new privacy
policies. Therefore, time is of the essence.

23



Recommendations on Privacy and Confidentiality, 20062008

Fehruary 2008: Recommendations on Individual Control of Sensitive
Health Information

The Subcommittee on Privacy and Confidentiality further investigated recommenda-
tions [-6 and I-7 from the June 2006 letter (regarding individual control of sensitive
health information). Through extensive deliberation with the full NCVHS, a letter-report
discussing individual control of sensitive health information was submitted in February
2008. The report stated that “individual control of sensitive health information is one of
the most important privacy issues to be resolved in developing and implementing the
NHIN.” The report also stressed the urgency of these “complicated, contentious, and
crucial” issues and offered the Committee’s continued active involvement.

The report made the following recommendations to the Secretary:

* The Secretary should adopt a policy for the NHIN to allow individuals to have
limited control, in a uniform manner, over the disclosure of certain sensitive
health information for purposes of treatment. (The letter-report does not address
questions about individual control over disclosures for other purposes such as
quality, billing, and research.)

 Public dialogue is needed to develop the specifics of policies on individual
control, and implementation of the policies should be pilot tested.

* Sequestering information in sensitive categories is a reasonable solution to
the need to protect the confidentiality of certain information. (The Committee
reached this conclusion after considering a range of options that are explained in
the letter report.)

» NCVHS also put forward recommendations on provider notification, emergency
access, resequestration, clinical decision support, and research.
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III. Individual Control of Sensitive Health Information Accessible via the

Nationwide Health Information Network for Purposes of Treatment

lIl. Individual Gontrol of Sensitive Health
Information Accessible via the Nationwide
Health Information Network for

Purposes of Treatment
Fehruary 20,2008

Individual control of sensitive health infor-
mation accessible via the Nationwide Health
Information Network (NHIN) is a matter

of great concern to patients, practitioners,
insurers, policymakers, and others, and there
is no federal law or policy that specifically
addresses this issue. Over the course of 4
years, the National Committee on Vital and
Health Statistics (NCVHS) has deliberated
extensively about how best to ensure that
appropriate privacy protections are included
in the emerging NHIN. With the increasing
adoption of electronic health information
networks in the public and private sectors and
development of the NHIN, it is imperative to
address this matter now.

This letter recommends that the Secretary
adopt a policy for the NHIN to allow indi-
viduals to have limited control, in a uniform
manner, over the disclosure of certain
sensitive health information for purposes

of treatment. The discussion and recom-
mendations that follow are based on several
critical considerations: protecting patients’
legitimate concerns about privacy and con-
fidentiality, fostering trust and encouraging
participation in the NHIN in order to promote
opportunities to improve patient care, and
protecting the integrity of the health care

system. Disclosures related to quality, billing,
research, and other matters have been or will
be addressed in other letters from NCVHS.

On June 22, 2006, NCVHS sent the Secretary
a letter report, Privacy and Confidentiality in
the Nationwide Health Information Network.®
Among the 26 recommendations were the
following:

I-6. HHS should assess the desirability
and feasibility of allowing individu-
als to control access to the specific
content of their health records via
the NHIN, and, if so, by what ap-
propriate means. Decisions about
whether individuals should have this
right should be based on an open,
transparent, and public process.

I-7. If individuals are given this right to
control access to the specific con-
tent of their health records via the
NHIN, the right should be limited,
such as by being based on the age
of the information, the nature of the
condition or treatment, or the type
of provider.

8 Pages 3—19 in this monograph.



In an effort to provide greater detail regarding
these recommendations, NCVHS undertook
additional hearings on April 17, 2007. We
heard from experts in obstetrics and gynecol-
ogy, psychiatry, substance abuse prevention
and treatment, emergency medicine, family
practice, and internal medicine, as well as
from a representative of a regional health
information organization (RHIO) and a
privacy expert who has studied international
approaches to these issues. NCVHS has had
extensive deliberations on these matters.

We have concluded that NHIN policies
should permit individuals limited control,

in a uniform manner, over access to their
sensitive health information disclosed via

the NHIN. Public dialogue should be un-
dertaken to develop the specifics of these
policies, and pilot projects should be initiated
to test their implementation. In this letter,

we discuss our reasoning in more detail and
present our recommendations regarding the
following elements of individual control:

(1) identification of categories of sensitive
health information; (2) optional sequestering
of certain categories; (3) notations to health
care providers of sequestered health informa-
tion; (4) implementation of computer-based
decision support; and (5) provisions for
emergency access to all of an individual’s
health information.

A.The Importance of Individual
Control

Our goals in developing these recommen-
dations are to improve patient safety and
quality of care while developing a network
that is practical, affordable, and inclusive,
and protects the confidentiality of individual
health information.
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The development of networks of longitu-
dinal, comprehensive, and interoperable
electronic health records (EHRSs) presents
great opportunities for enhancing coor-
dination of care, avoiding duplication of
services, and improving the effectiveness
and efficiency of health care. It also makes
it possible for all health care providers who
may be consulted to have access to an in-
dividual’s health records from all current
and past providers. Consequently, every
physician, nurse, dentist, pharmacist, chiro-
practor, optometrist, physical therapist, and
numerous other health care providers and
their staffs could have access to the totality
of an individual’s health records from birth
to the most recent encounter at any patient
visit. Furthermore, health care providers may
obtain patient records without any notice to
or permission from the individual, because,
under the HIPAA Privacy Rule, disclosures
for treatment do not require authorization.

The electronic network model of health in-
formation exchange represents a major shift
from the decentralized, disconnected, largely
paper-based health record system currently

in use. There are significant implications for
individual privacy and confidentiality due to
this shift. Unless specific, privacy-enhancing
measures are designed into the networks,
individuals could have significantly less
privacy than they currently have and that they
may reasonably expect would continue with
EHR networks. With proper privacy-enhanc-
ing measures, however, we believe individual
privacy will be reasonably protected across
the NHIN.

NCVHS recommends enhancing the privacy
protections of individual health information
by affording individuals limited control over
disclosure of sensitive health information
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among their health care providers via the
NHIN. We believe this approach is compat-
ible with improving the quality of health
care, promoting patient trust in the health
care system, and safeguarding public health.
NCVHS heard testimony from a number of
sources indicating the importance of protect-
ing privacy to patient trust in an electronic
health care environment. For example, a rep-
resentative of the substance abuse treatment
provider community testified that “the NHIN
has the potential to expose sensitive informa-
tion about an already vulnerable and stigma-
tized population.” The American College of
Obstetrics and Gynecology testified that “the
degree to which patients can have control
over the information in their records that

is accessible by the NHIN is central to the
operation and usefulness of the system.”

NCVHS heard testimony that in the United
States and foreign health care systems where
individuals have the right to put restrictions
on disclosure of sensitive health information,
people rarely elect to do so, but they strongly
value having the right and ability to do so.
Furthermore, there is a strong public interest
in encouraging individuals to seek prompt
treatment for sensitive health conditions, such
as domestic violence, sexually transmitted
diseases, substance abuse, and mental illness.
If individuals fear that they have no control
over such sensitive health information or that
they cannot trust that their sensitive health
information will be protected from unwanted
disclosure, they might fail to divulge sensitive
information relevant to their care, fabricate
answers to sensitive questions, or even avoid
seeking timely health care altogether, thereby
endangering their own health, and possibly
the health and safety of others.
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B. Sequestering Information in
Sensitive Categories is A Reasonable
Solution

NCVHS considered various options and
concluded that affording individuals the op-
portunity to restrict the flow of their personal
information by categories is the most
promising alternative.

NCVHS recommends permitting an individ-
ual to sequester sensitive information based
on predefined categories of information as
discussed in the following text. Every indi-
vidual would have the option of designating
one or more of the categories for sequester-
ing. If a category is selected, all of the in-
formation in that category, as the category

is defined, would be sequestered. The indi-
vidual would not have the option of selecting
only specific items within that category

to sequester (an approach discussed in the
following text that we rejected). If a category
is so designated, then health care providers
accessing the individual’s EHR via the NHIN
would not see any information in the selected
categories. The individual would have the
further option of providing consent to a
health care provider to access the sequestered
information. There are numerous technical
solutions possible for how to provide this ad-
ditional consent, and the optimal one should
be determined as a design matter.

The approach of separating certain catego-
ries of sensitive health information is con-
sistent with and already required by federal
law regarding the confidentiality of alcohol
and drug abuse treatment records. HHS
regulations, 42 CFR Part 2, provide that a
program receiving federal financial assistance
generally may not use or disclose any infor-
mation about an individual who has applied



for or been given diagnosis or treatment for
alcohol or drug abuse without the individual’s
express consent, with limited exceptions.
Other federal and state laws and regulations
also restrict disclosure of HIV test results,
genetic test results, and other information.
At our hearing on April 17, 2007, an expert
on health information privacy testified that
approaches to sequester sensitive health
information are being developed in Canada,
England, and the Netherlands. Some inter-
national standard setting organizations and
experts in the public and private sectors are
also considering this approach.

NCVHS recognizes that individuals differ in
their opinions about what categories of health
information should be considered sensitive.
We also recognize that designating particular
categories, and, even more critically, defining
what information is included in each category,
will be a complex and difficult undertaking.
There are many considerations to accom-
modate the array of opinions and values as

to what constitutes sensitive information and
these may vary depending on an individual’s
diagnoses, age, socioeconomic position,
cultural upbringing, religious beliefs, or
other personal circumstances. Nevertheless,
NCVHS believes that it is important to
designate categories of sensitive health in-
formation with precise definitions. It is also
important to address the policy and technical
issues involved in changes to designations
over time.

Having uniform definitions of sensitive
health information across the NHIN will be
critical to establishing a solution that works
well in a society where people travel fre-
quently and receive care from multiple health
care providers. Careful consideration should
be given to which categories are selected
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and the granularity with which patients can
choose to designate information to sequester.
Too many categories, or definitions which are
too broad, might inadvertently cause patients
to exclude critical information necessary for
treatment. Providers could end up request-
ing access to the sequestered information
during each visit, thereby reducing efficiency
and undermining the purpose of the privacy
protections. Too few categories or categories
that are defined too narrowly might cause
sensitive information to be made available

to all health care providers, possibly causing
patients to avoid seeking treatment out of fear
that this sensitive information would not be
adequately protected.

We have listed below some categories of
health information that are commonly consid-
ered to contain sensitive information. Federal
and state laws and regulations already require
separation of some of these categories of
health information from other health informa-
tion, so there is considerable experience with
at least some types of sensitive information.
However, NCVHS recognizes that selecting a
list of categories and defining such categories
will need considerable attention. The process
of developing such a list must be open and
transparent and give due consideration to
existing state and federal laws, professional
and accreditation standards, and requirements.
NCVHS believes that a public process for ad-
dressing these issues is essential.

Example categories:

* Domestic violence

* Genetic information

* Mental health information
* Reproductive health

» Substance abuse
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Through testimony and Committee discus-
sion, legitimate concerns were raised about
how sequestering categories of health in-
formation could affect medical malprac-
tice liability. Liability could potentially be
affected in at least two ways. The seques-
tration of critical information might cause
providers to give less than optimal advice
or treatment because critical information is
not considered. Liability may also be impli-
cated as a result of violations of confidenti-
ality due to imperfect sequestration of data
by a provider or the provider’s system. The
implications for liability deserve additional
consideration.

C. Notations of Missing Data for Health
Care Providers

When patients are provided an opportunity to
choose categories of information for seques-
tration, NCVHS believes that it is important
that a notation is made to the provider that
some information in the record is not being
made available at the request of the patient.
We understand that it is possible that a
notation in the record might reveal more
information than would be available under
current practice. For example, the HHS regu-
lations regarding substance abuse treatment
do not give a provider information about the
sequestration of a record of substance abuse
treatment. In the fragmented health records
system we have today, moreover, patients can
withhold information from their providers
and be reasonably confident that the infor-
mation will not be disclosed. Nevertheless,
NCVHS concluded that, where permitted

by law or regulation, health care providers
should be notified when information is being
sequestered in order to increase providers’
trust in the contents of the record. If a
provider knew that patients could sequester
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information but they would not be notified,
providers could never really trust that their
records were accurate and complete, and
would be hesitant to treat patients based on
those records. The inclusion of some notation
that information is missing alerts a provider
that caution and special care are appropri-
ate. Furthermore, a significant advantage of
the notation is that it provides an opportunity
for providers to discuss with their patients
concerns about the sequestration of informa-
tion and the resulting impact on their health
care.

There are at least two approaches to how

the notation should be accomplished. One
solution would be to give a general notice
that information has been sequestered
without any indication of what categories
were designated by the patient. This approach
potentially increases privacy for the patient
because the nature of a category, such as
mental health information, might, by itself,
reveal the sequestered information. For
routine care, a care provider might not need
to see the sequestered information and most
of the time it would remain hidden. A disad-
vantage of this approach is that it may require
health care providers to question patients
about every category routinely in an attempt
to determine whether any relevant informa-
tion is missing, increasing the burden on
providers and ultimately resulting in a system
less protective of privacy and less efficient.

Another approach is that the sequestered
category should be noted, permitting the
provider to make a more informed judgment
as to whether the category is likely to be
relevant to the current encounter, and only
to ask the patient when it seems appropriate.
This approach has the potential to be more
efficient, and, since most of the time seques-



tered information would remain hidden, it

could adequately protect the patient’s privacy.

A disadvantage of this approach is that some
categories, by themselves, reveal seques-
tered information, such as that a patient has a
mental health or substance abuse record, and
designations of specific categories of seques-
tered information would not be adequately
protective of patient privacy.

NCVHS acknowledges that it does not yet
know exactly how such a notation process
would work. The success of the process
will likely depend on the enumerated cat-
egories, the breadth of their definitions, and
the frequency with which patients sequester
information. These are the types of issues
that should be explored in future hearings
and investigated through pilot projects and
research.

In an emergency where a patient is unable
to give or refuse consent to access seques-
tered health information, including when an
unconscious, delirious, or otherwise incom-
petent patient is treated in an emergency
department, physician’s office, or other
health care setting, it may be extremely
beneficial to have the individual’s complete
health information. NCVHS believes that
all health information should be available
on an emergency basis through an electronic
“break the glass™ feature to permit access to
the patient’s complete health information,
including sequestered information.

30

Recommendations on Privacy and Confidentiality, 20062008

If this feature is used, an audit trail should
record the specifics of the incident, and it
should automatically trigger a review by

the relevant privacy officer. The patient or
the patient’s representative also should be
notified as soon as possible that the “break
the glass” feature was used. NCVHS believes
that an emergency access provision is con-
sistent with the concept of implied consent to
treat in emergencies and that it promotes the
strong societal interests in providing essential
treatment.

E. Resequestration of Sensitive
Information

Once sequestered information has been
accessed (either pursuant to a patient’s au-
thorization or based on emergency access),
the treatment of the information as sensitive
should be continued in future exchanges of
records across the NHIN unless otherwise
consented to by the patient.

Should a provider access information that had
been sequestered by the patient, the provider
should be required, after the encounter, to
ensure that the categories of information
identified by the patient for sequestration
continue to be sequestered when the patient’s
record is shared via the NHIN. Again, it is
important to address the policy and technical
issues involved in implementing these
provisions.
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Recommendations on
sequestration:

IlI-1. This recommendation has several
parts, all of which must be taken to-
gether in order to meet the principles
of quality, safety, and protection of
confidential health information:

a. The design of the NHIN should permit
individuals to sequester specific sec-
tions of their health record in one or
more predefined categories. The list
of potentially sensitive categories and
their contents should be defined on
a national basis so that it is uniform
across the NHIN.

b. HHS should initiate an open, transpar-
ent, and public process to identify the
possible categories of sensitive infor-
mation for sequestration by individu-
als and to define with specificity the
criteria for inclusion and exclusion
within each category. The process
should take into account both patient
concerns about privacy and the con-
cerns of health care providers about

cess an individual’s complete health
information, including sequestered
information, in the event of a medical
emergency.

The design of the NHIN should
provide that if a health care provider
obtains emergency access to seques-
tered information, a description of the
circumstances surrounding access are
made part of the audit trail, and the
health care entity’s designated privacy
official is notified automatically.

The design of the NHIN should
provide that if a health care provider
obtains emergency access to seques-
tered health information, the patient
or the patient’s representative is noti-
fied promptly.

If a health care provider obtains ac-
cess to sequestered health informa-
tion, the provider is responsible for
taking whatever action is required to
continue to protect the stated privacy
preferences of the patient.

quality of care. NCVHS would be pleased to work with the
¢ The design of the NHIN should en- Department to hold hearings and provide a
sure that when a health care provider public process for addressing these issues.

accesses health information with one
or more categories sequestered, a no-
tation indicates that sensitive health
information has been sequestered

at the direction of the patient. The
specificity of the notation will need to
be determined.

d. The design of the NHIN should per-
mit individuals to authorize selected
health care providers to access se-
questered health information.

e. The design of the NHIN should
contain a “break the glass” feature
enabling health care providers to ac-
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F. Other Options the National
Committee on Vital Health Statistics
Considered

NCVHS considered various options for
limiting disclosure of sensitive health infor-
mation, but, for the reasons described in the
following text, none of the others was consid-
ered as promising as restriction by categories.

No sharing restrictions. One possibil-

ity would be not to restrict the disclosure

of information, including sensitive health
information, available over the network
except where legally required. NCVHS heard
testimony from one longstanding RHIO that
took this approach. Its rationale was that
segregating sensitive information would

be administratively difficult in light of the
RHIO’s capabilities. While recognizing this
as a locally successful approach, NCVHS
recommends that on a national basis it is
necessary to explore methods to increase
patients’ control when their information is
shared via the NHIN.

Restriction by type of provider. NCVHS

next considered whether health informa-

tion should be classified as sensitive based
on the type of provider or setting for care.
Although this approach appears relatively
simple to implement, it affords insufficient
protection to sensitive health information,
which is often commingled with primary care
records whether in a primary care or specialty
practice. For instance, much sensitive health
information (e.g., mental health informa-
tion) is maintained by physicians in general
practice, but would not fall into a category
afforded special protections. In addition,
some specialty practitioners, such as gyne-
cologists, also provide primary care; thus,
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exclusion of their records would reduce the
availability of much nonsensitive health
information.

Restriction by age of information. NCVHS
discussed the possibility that information
could be available only if it were fairly
recent, with data after a certain time period
not automatically included in the initial
view of the patient’s record. Most clinical
decisions are made based on the most recent
information available about the patient, such
as recent diagnoses, procedures, and current
medications, and much information older
than, for example, 10 years is not critical.

In this model, all recent information would
be presumptively available to any treating
provider, but information older than a set
period of time would be available only via
some further consent mechanism. Although
some of the presumptively available fields
might include information deemed sensitive,
such as medications used in psychiatric
treatment, much out-of-date and irrelevant
data would be kept private. We rejected this
as the sole manner in which to protect infor-
mation because (1) it is not sufficiently pro-
tective of certain sensitive information; (2) a
standard length of time by which to measure
the age of data would have to vary with the
age of the individual; (3) for individuals with
chronic conditions, the long-term history of
an illness may be important; and (4) certain
diagnoses and treatments retain clinical sig-
nificance despite the passage of time.

Item-by-item restrictions. Another possibil-
ity would be to permit individuals to include
or exclude any specific item of their health
information when a record is transferred to a
health care provider. Although this approach
would increase patient control, it would be
difficult to determine what limitations, if
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any, to apply, and it would undermine the
confidence of health care providers in the
integrity and utility of health information.
We also believe that the privacy protection
intended by such granular control by indi-
viduals can be achieved through sequestering
by category.

Restricting everything but predetermined
fields. NCVHS also considered the feasibil-
ity and desirability of developing a master
clinical summary for all patients that would
be the starting point for providers to build
their own record. With this model, a set group
of data fields (e.g., name, birth date, recent
diagnoses, recent procedures, current medica-
tions, allergies, immunizations) would be pre-
sumptively available to any treating provider.
Other information would be available

only via some further consent mechanism.
Although some of the presumptively
available fields might include information
deemed sensitive, such as medications used
in psychiatric treatment, most health informa-
tion would be kept private. NCVHS recog-
nized this approach as practical, but rejected
it because it would require substantial supple-
mentation by each health care provider who
renders ongoing, nonemergency care, and
thus would be inadequate for many health
care settings. It also may not protect privacy
adequately because it presumptively discloses
certain sensitive health information.
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Clinical decision support (CDS) is an
important element of EHR systems and HIEs.
The relationship between CDS and sequestra-
tion of sensitive health information has not
yet been explored to any significant degree.
For example, it is not clear what the potential
risks and benefits would be if CDS were to
search categories of sequestered information
(e.g., for possible drug interactions) when the
sequestered information is not available to
the clinician.

Recommendation on clinical
decision support:

llI-2. HHS should monitor developments in
the relationship between clinical deci-
sion support and sequestered health
information and determine if or when
pilot projects, trial implementations, or
other research measures are
warranted.

NCVHS recognizes that the technologies
and human factors needed to implement the
recommendations in this letter are not neces-
sarily readily available for the EHR systems,
HIEs, and other components of the emerging
NHIN. We understand that much work will
be needed to select the categories of sensitive
health information and to develop defini-
tions and inclusion and exclusion criteria

for the various categories of sensitive health
information. Furthermore, a process needs
to be established for ongoing research,
development, implementation, evaluation,
and refinement of methods for sequestering
categories of sensitive health information.



We realize that it will never be possible to
have a system that perfectly sequesters only
an individual’s sensitive health information.
Nevertheless, we strongly believe that the
principles presented in this letter are concep-
tually sound, substantially achievable over
time, and form a reasonable option to simul-
taneously protect privacy and confidentiality,
enable optimum health care, and encourage
patients not to avoid care simply to protect
information they consider sensitive.

NCVHS also recognizes that the seques-
tration of sensitive health information by
category represents a new model of clinical
care. Various health care providers might be
understandably concerned about the implica-
tions of an incomplete record for the quality
of patient care and this concern must be
addressed as well. More than technological
solutions will be needed to make this new ar-
rangement successful. It will require substan-
tial public and professional education as well
as policies and procedures that consider the
medical, social, psychological, cultural, and
personal factors in patient care.

Individual control of sensitive health infor-
mation is one of the most important privacy
issues to be resolved in developing and
implementing the NHIN. The recommenda-
tions in this letter calling for additional public
input, a deliberative process in policymaking,
and pilot projects reflect our judgment that
these issues are complicated, contentious,
and crucial. National policies on individual
control of sensitive health information acces-
sible via the NHIN for purposes of treatment
must be developed in a way that both
enhances health care and protects privacy.
These policies also need to be developed
before the local and regional components

of the NHIN finalize the designs of their
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systems and business models. Accordingly,
NCVHS respectfully urges HHS to begin
addressing these issues expeditiously. The
process remains ongoing and NCVHS would
be pleased to continue its active involvement.

Recommendations on research,
development, and implementation:

lI-3. HHS should support research, develop-
ment, and pilot testing of technologies
and tools for sequestering designated
categories of sensitive health informa-
tion transmitted via the NHIN.

HHS should support research, devel-
opment, and pilot testing of public
and professional education programs,
including informed consent, needed to
implement the sequestration of sensi-
tive health information.

l-4.

lII-5. HHS should support the ongoing
study of the consequences of seques-
tration of sensitive health information,
including potential liability issues, ben-
efits and costs, and the human factors
necessary for successful implementa-

tion.
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I Privacy and Confidentiality in the Nationwide Health Information Network Uune 2006)
Recommendation on flexibility or uniformity:

I-1. The method by which personal health information is stored by health care providers should be
left to the health care providers.

Recommendations on mandatory or voluntary participation:

I-2. Individuals should have the right to decide whether they want to have their personally identifi-
able electronic health records accessible via the NHIN. This recommendation is not intended to
disturb traditional principles of public health reporting or other established legal requirements
that might or might not be achieved via NHIN.

I-3. Providers should not be able to condition treatment on an individual’s agreement to have his or
her health records accessible via the NHIN.

I-4. HHS should monitor the development of opt-in/opt-out approaches; consider local, regional,
and provider variations; collect evidence on the health, economic, social, and other implications;
and continue to evaluate in an open, transparent, and public process, whether a national policy
on opt-in or opt-out is appropriate.

I-5. HHS should require that individuals be provided with understandable and culturally sensitive
information and education to ensure that they realize the implications of their decisions as to
whether to participate in the NHIN.

Recommendations on individual control:®

I-6.  HHS should assess the desirability and feasibility of allowing individuals to control access to the
specific content of their health records via the NHIN, and, if so, by what appropriate means.
Decisions about whether individuals should have this right should be based on an open, trans-
parent, and public process.

I-7.  If individuals are given the right to control access to the specific content of their health records
via the NHIN, the right should be limited, such as by being based on the age of the informa-
tion, the nature of the condition or treatment, or the type of provider.

Recommendations on disclosure:

I-8.  Role-based access should be employed as a means to limit the personal health information ac-
cessible via the NHIN and its components.

I-9.  HHS should investigate the feasibility of applying contextual access criteria to EHRs and the
NHIN, enabling personal information disclosed beyond the health care setting on the basis of
an authorization to be limited to the information reasonably necessary to achieve the purpose
of the disclosure.

I-10. HHS should support research and technology to develop contextual access criteria appropriate
for application to EHRs and inclusion in the architecture of the NHIN.

See the NCVHS February 2008 recommendations on individual control, page 10
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I-1T1.

HHS should convene or support efforts to convene a diversity of interested parties to design,
define, and develop role-based access criteria and contextual access criteria appropriate for ap-
plication to EHRs and the NHIN.

Recommendations on jurisdiction, scope, and relationships with other laws:

I-12.

I-13.

I-14.

HHS should work with other federal agencies and the Congress to ensure that privacy and
confidentiality rules apply to all individuals and entities that create, compile, store, transmit, or
use personal health information in any form and in any setting, including employers, insurers,
financial institutions, commercial data providers, application service providers, and schools.

HHS should explore ways to preserve some degree of state variation in health privacy law with-
out losing systemic interoperability and essential protections for privacy and confidentiality.

HHS should harmonize the rules governing the NHIN with the HIPAA Privacy Rule, as well as
other relevant federal regulations, including those regulating substance abuse treatment re-
cords.

Recommendations on procedures:

I-15.

I-T6.

HHS should incorporate fair information practices into the architecture of the NHIN.

HHS should use an open, transparent, and public process for developing the rules applicable to
the NHIN, and it should solicit the active participation of affected individuals, groups, and orga-
nizations, including medically vulnerable and minority populations.

Recommendations on enforcement:

I-17.

I-18.

I-19.

1-20.

I-21.

HHS should develop a set of strong enforcement measures that produces high levels of compli-
ance with the rules applicable to the NHIN on the part of custodians of personal health infor-
mation, but does not impose an excessive level of complexity or cost.

HHS should ensure that policies requiring a high level of compliance are built into the architec-
ture of the NHIN.

HHS should adopt a rule providing that continued participation in the NHIN by an organization
is contingent on compliance with the NHIN's privacy, confidentiality, and security rules.

HHS should ensure that appropriate penalties be imposed for egregious privacy, confidentiality,
or security violations committed by any individual or entity.

HHS should seek to ensure through legislative, regulatory, or other means that individuals
whose privacy, confidentiality, or security is breached are entitled to reasonable compensation.

Recommendation on uses by third parties:

1-22.

HHS should support legislative or regulatory measures to eliminate or reduce as much as pos-
sible the potential harmful discriminatory effects of personal health information disclosure.
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Recommendation on relationship to the HIPAA Privacy Rule:

I-23.  NCVHS endorses strong enforcement of the HIPAA Privacy Rule with regard to business associ-
ates, and, if necessary, HHS should amend the Rule to increase the responsibility of covered
entities to control the privacy, confidentiality, and security practices of business associates.

Recommendations on establishing and maintaining public trust:

I-24.  Public and professional education should be a top priority for HHS and all other entities of
the NHIN.

I-25.  Meaningful numbers of consumers should be appointed to serve on all national, regional, and
local boards governing the NHIN.

I-26.  HHS should establish and support ongoing research to assess the effectiveness and public con-
fidence in the privacy, confidentiality, and security of the NHIN and its components.

II. Undate to Privacy Laws and Regulations Required to Accommodate NHIN Data Sharing
Practices Uune 2007)

Recommendation on ensuring comprehensive privacy protections:

II-1. HHS and the Congress should move expeditiously to establish laws and regulations that will
ensure that all entities that create, compile, store, transmit, or use personally identifiable health
information are covered by a federal privacy law. This is necessary to assure the public that the
NHIN, and all of its components, are deserving of their trust.

Il Individual Control of Sensitive Health Information Accessible via the Nationwide Health
Information Network for Purposes of Treatment

Recommendations on sequestration:

lI-1. This recommendation has several parts, all of which must be taken together in order to meet
the principles of quality, safety, and protection of confidential health information:

a. The design of the NHIN should permit individuals to sequester specific sections of their health
record in one or more predefined categories. The list of potentially sensitive categories and their
contents should be defined on a national basis so that it is uniform across the NHIN.

b. HHS should initiate an open, transparent, and public process to identify the possible categories
of sensitive information for sequestration by individuals and to define with specificity the criteria
for inclusion and exclusion within each category. The process should take into account both
patient concerns about privacy and the concerns of health care providers about quality of care.

C. The design of the NHIN should ensure that when a health care provider accesses health in-
formation with one or more categories sequestered, a notation indicates that sensitive health
information has been sequestered at the direction of the patient. The specificity of the notation
will need to be determined.

d. The design of the NHIN should permit individuals to authorize selected health care providers to
access sequestered health information.
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e. The design of the NHIN should contain a “break the glass” feature enabling health care provid-
ers to access an individual's complete health information, including sequestered information, in
the event of a medical emergency.

f. The design of the NHIN should provide that if a health care provider obtains emergency access to
sequestered information, a description of the circumstances surrounding access are made part of
the audit trail, and the health care entity’s designated privacy official is notified automatically.

g. The design of the NHIN should provide that if a health care provider obtains emergency access to
sequestered health information, the patient or the patient’s representative is notified promptly.

h. If a health care provider obtains access to sequestered health information, the provider is re-
sponsible for taking whatever action is required to continue to protect the stated privacy prefer-
ences of the patient.

Recommendation on clinical decision support:

llI-2. HHS should monitor developments in the relationship between clinical decision support and
sequestered health information and determine if or when pilot projects, trial implementations,
or other research measures are warranted.

Recommendations on research, development, and implementation:

lI-3. HHS should support research, development, and pilot testing of technologies and tools for
sequestering designated categories of sensitive health information transmitted via the NHIN.

lI-4. HHS should support research, development, and pilot testing of public and professional educa-
tion programs, including informed consent, needed to implement the sequestration of sensitive
health information.

lI-5. HHS should support the ongoing study of the consequences of sequestration of sensitive
health information, including potential liability issues, benefits and costs, and the human factors
necessary for successful implementation.

During this period, NCVHS also issued other recommendations relevant to health informa-
tion privacy and confidentiality that were developed by other NCVHS subcommittees and
workgroups:

* Functional Requirements Needed for the Initial Definition of a Nationwide Health
Information Network (October 2006)

» Enhanced Protections for Uses of Health Data: A Stewardship Framework for
“Secondary Uses” of Electronically Collected and Transmitted Health Data
(December 2007)

* Enhancing Protections for Uses of Health Data: A Stewardship Framework:
Summary for Policy Makers (April 2008)

All NCVHS letters, reports, and letter reports are posted on its website,
http://www.ncvhs.dhhs.gov.
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Current NCVHS membership may be found on http://www.ncvhs.dhhs.gov.
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